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® XS2A API Changes in Version V2

Changes to the debtorIdentification object structure

New objects and parameters in international payment services
Changes to the address object structure

Changes to the parameter sendDebtorAddress

Changes to the error when payment draft is expired

Changes in payment authorization status after payment cancellation in Internet bank
Changes in AIS consent validity period

Changes in OAuth2 token validity period

Changes to the parameter frequencyPerDay

Correction of AIS services calls counting

Changes to the HTTP query parameter redirect_uri_fail
Changes to the parameter validUntil

® XS2A API Changes in Version V3

New service GET /health-check/ping

New objects ultimateDebtorAddress and ultimateCreditorAddress in international payment services
Optional object tppMessages introduced in payment status services answers

Optional HTTP parameter PSU-CORPORATE-ID introduced in /accounts-list service

HTTP parameter X-Request-ID obligation

Account transactions older than 90 days

Versions
Version Changes
1.0 Initial version
2.0 Changes for XS2A API V2.
3.0 Changes for XS2A API V3.
3.1 Parameters Consent-ID, Statement-id, PSU-Initiated added for services:
POST /{version}/accounts/{resourceld}/transactions/{statementld}/authorisations
PUT /{version}/accounts/{resourceld}/transactions/{statementld}/authorisations/{authorizationId}
GET /{version}/accounts/{resourceld}/transactions/{statementld}/authorisations/{authorizationld}
GET /{version}/accounts/{resourceld}/transactions/{statementld}
New error added:
PARAMETER_NOT_CONSISTENT
Invalid period dates specified!
3.2 AISP can access each consented payment account data without the customer being directly involved four times a day.
3.3 SEPA Instant payment status error messages added.

Introduction

The purpose of this document is to help and guide the developers around on what is possible to access in terms of the customers' data.
It covers general principles, workflows as well as API's functional and technical details. All the details on each endpoint can be found in

the Developer portal.

The document is written on the basis of Berlin Group guidelines.

Definitions
Notion Description
PSD2 XS2A (or XS2A) "Access to account" services as defined under the Berlin Group guidelines.
APIL An application program interface (API) is a set of routines, protocols, and tools for building software

applications.


https://www.berlin-group.org/psd2-access-to-bank-accounts

PSU (Payment Service The user here refers to a bank customer who uses the TPP application.

User)

ASPSP Account Servicing Payment Service Provider.
QWAC eIDAS Qualified Website Authentication Certificate.
AISP (Account TPP providing AIS services.

Information Service

provider)

AIS Account information service.

PISP (Payment Initiation TPP providing PIS services.
Service Provider)

PIS Payment initiation service.
PIISP (Payment TPP providing PIIS services.
Instrument Issuing

Service Provider)

PIIS Payment instrument issuing service.

TPP (Third Party Provider) @ The Licensed Third Party Provider (TPP) is a provider of an application being used by the user and not
offered by the bank. TPP is a client/consumer of the API and acts on behalf of the user under consent.

SCA Strong customer authentication.

Developer portal A site dedicated to Open banking solution description, provided by ASPSP.

API Overview

The API consists of two parts: OAuth2 API and Open Banking Services API. It is implemented as REST API via HTTPS protocol with
payload messages as JSON.

OAuth2 API

OAuth2 API provides the means to acquire an OAuth2 access token which is necessary for invoking XS2A services.

Open Banking Services API

Open Banking Services API provides AIS, PIS and PIIS services.

Authentication and Security

The entire communication between TPP and API is secured by TLS version 1.2 or higher. TPP must have a valid QWAC certificate in
order to pass a TLS client authentication during a TLS handshake, otherwise a connection will not be established, and API services will
not be invoked.

Open Banking Services API requires an OAuth2 access token which can be acquired from OAuth2 API; this process demands PSU
authorization.

AIS services in Open Banking API requires TPP to obtain PSU consent in order to access the account information; this process demands
PSU authorization.

OAuth2 Access Token

Prior to invoking of any of the PIS, AIS, PIIS services, an OAuth2 access token must be acquired. Acquiring the access token involves
PSU that will have to authorize it. Access and refresh tokens will be provided. The access token is valid for 30 minutes, after that it
must be renewed with a refresh token. A refresh token is valid for 180 days. After refresh token's expiration, they must be again
acquired and authorized by PSU.

The access token is authorized by redirecting PSU to the ASPSP interface. Once the access token has been authorized, PSU is
redirected back to TPP with a code value as a parameter. This code is then exchanged for an actual access token.

Follow the example below to see the steps needed to acquire the access token.

Example



OAuth2 access code

A redirect URL must be acquired in order the PSU could be redirected to the ASPSP interface to authorize an access token. The
following endpoint must be invoked:

GET https://api.xs2al/{version}/oauth/authorization/links

HTTP Headers
Name Type Condition Description

X-Request-1D | String | Mandatory | ID of the request, unique to the call, as determined by the initiating party.

HTTP query parameters
Name Type Condition Description

branch String Mandatory = ASPSP branch. (branch=SANDBOX for Sandbox environment, please ask for PROD environment)

Then acquire an authorization URL.

HTTP Request

GET https://api.xs2al{version}/oauth/authorization/links?branch=SANDBOX
X- Request - | D: e77bb703- 4b3d- 435f - 91a9- 125113ecf af 5

HTTP Response

Status: 200

Transf er - Encodi ng: chunked
Connection: keep-alive

Dat e: Mon, 09 Sep 2019 07:33:55 GVI
Cont ent - Type: appl i cation/json

[{"url™ : "http://auth.xs2al/auth/real ms/ deno/ prot ocol / openi d- connect/ aut h?response_t ype=code&cl i ent _i d=xs2a-
restapi-client& ogi n=true&scope=openi d"}]

An HTTP response returns a JSON body that contains a URL where the PSU must be redirected. Append "redirect _uri", "redirect _ur
i _fail" and "st ate" query parameters to this URL. "redi rect _uri" - location where PSU should be redirected when authorization has
finished. "redirect _uri_fail" - mandatory parameter; a location where PSU should be redirected when authorization has failed. "st a
te" is a random value that helps to protect against CSRF attacks. The final URL could look like this:

http://auth. xs2a/ aut h/ r eal ns/ deno/ pr ot ocol / openi d- connect/ aut h?r esponse_t ype=code&cl i ent _i d=xs2a-rest api -
client & ogi n=true&scope=openi d& edi rect _uri=http://tpp.con users/ 1&state=statel23& edirect_uri_fail=http://tpp.com
[users/1?fail ed=true

Now redirect PSU to this URL.

Acquire Access token for the first time

Once PSU has finished the access token authorization in the ASPSP interface, it is redirected to "redi rect _uri ". In our case it would
be:

http://tpp.com users/ 1?st at e=st at e123&code=988af f c6- f 96a- 4463- ab08- ea074e9f cb7c. 2cbbaa24- 32ed- 4c84- 89c5-
077c02c203e0. 3b7be450- bb75- 4115- 8d6a- d13d61785b06

The "code" query parameter is appended to the final URL. This parameter is used to acquire the access token. The following endpoint
must be invoked:

PCOST https://api.xs2al{version}/oauth/token

HTTP Headers

Name Type Condition Description



X- Request -1 D String
Cont ent - Type String

HTTP query parameters
Name Type

branch String

HTTP body: JSON
$.grant _type String

$. code String

$.redirect_uri | String

Mandatory

Mandatory

Condition

Mandatory

Mandatory

Mandatory

Mandatory

Exchange code for an access token:

HTTP Request

ID of the request, unique to the call, as determined by the initiating party.

value: application/json

Description

ASPSP branch. (branch=SANDBOX for Sandbox environment, please ask for PROD environment)

value: authorization_code
The "code" parameter received when PSU was redirected back to TPP.

The same "redirect_uri" parameter that was used when redirecting user to the ASPSP interface.

POST https://api.xs2al/{version}/oauth/token?branch=SANDBOX
Cont ent - Type: appl i cation/json
X- Request - | D: 859beb82- e608- 43f b- aa35- 8e348d3b829%e

{

"grant _type": "authorization_code",
"code": "988affc6-f96a-4463-ab08-ea074e9f cb7c. 2cbbaa24- 32ed- 4c84- 89c5- 077¢02c203e0. 3b7be450- bb75- 4115- 8d6a-

d13d61785b06",

"redirect _uri": "http://tpp.conm users/1"

}



HTTP Response

Status: 200

Tr ansf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2019 07:34:10 GV
Cont ent - Type: appl i cation/json

{

"access_t oken":
"eyJhbCci O JSUzIl 1Ni I sI nR5¢cCl gG Ai SI dUli wi a2l kli A6I CI0b3BYTy1zdzZTek9ObEgOY1VXR3I i ODFEXy16U2huSUVi VUNBTOFydHhFI nO

eyJqdGki O | 3Ym\hZj AxMyOyMzUALTQLZDct YWZK YSOXNTgOMz E5 YWQLYWYi LCII eHAI G EINj gwMTQBNDks | bi Zi | 6MOwi aWFOI j ox NTY4MDEO
NDQ5LCIpc3M O JodHRWO 8vMTcyLj E2Lj EuMIYxQ QONDQUYXV0aC9y ZWFsbXM/ZGVt byl sl nNLYi | 61 mU3MIYzZj dnl TYyNzct NGYzOO05YTBh
LWY3M R Y] Rr\MEy ZSI sI nR5¢Cl 61 kJI YXJI ci | sl nF6cCl 61 nhzMrEt cmiVzdGFwaS1j bA | bnQ LCIub25j ZSI 61 j g5YWY1YTRnLTcy ODAt NDZj
Zi OAMAFLVWWEMAE XYZNE M |1 Zi | sl nF1dGhf dd t ZSI 6 MTU2 ODAXNDQOOSwW ¢2Vzc2l vbl 9zdGF0ZSI 61 j Jj YmIhYTI OLTMy ZWQ NGVANC04 ON\ML
LTAIN2Mmviiy MDNI MCI s | nFj ci | 61 j Ei LCIZY29wWZSI 61 mOwZWepZCl sl nByZWZI cnJl ZF91c2Vybnft ZSI 61 mR6aXVnYW sYSJ9.
ZyORhMQCRp9J 2Lt IMzvI gQdf f - q4scCf g8_BG&ZBkaBUaGs3i zQ WY rt Jt 9Si W gl JQBr j vxg2edelLl L2t sZ_Npf sf 8Eg-
HQ7 GY9aB4yu8x0PdUOW.KEEqbwy 39KUaS_2I | waDTOFI FLEFr u- EC] R- aoHWP3Z0oc X- MbZwxxkwx Eh_OrDX1Y7kr ZI g5Hr -
2j 6YGGokOvTKL6NtW8eLZ1nel6zl Xi 9HapPoXAl H1Xvq7z&bgUf TxNr YnebXael t PzEbQXd4WHEI Zt g6 FhWKE5qkWrs YG zi QUU7 NJ WPV Qan DY
dWbhc7r Ax7Sml 6j gl ZXnl mBSXX_410TVYWNT_5i A",

"expires_in": 1800,

"refresh_expires_in": 15552000,

"refresh_t oken":
"eyJhbCci G JI Uzl INi I sl nR5¢cCl gO Ai Sl dUli wi a2l kli A6l CJI ZGVi Zj k3YS02NzNi LTQyNGUt OThmi 0z ON xZj cwyzhl OTUi f Q
eyJqdGki O | IN2Qz YWFhZS0zNz c 2L TRhYWQX OGVvhNy 1i OMBNzI xM hkYmM LCII eHAIi G EINj gwMTYyNDks | nbi Zi | 6MOwi aWFOI j oxNTY4NMDEO
NDQBELCIpc3M G JodHRwWO 8vMTcyLj E2Lj EuMTYxQ QONDQV YXV0aC9y ZWFsbXM/ZGvt byl s| nF1ZCl 61 mhOdHAG6LY8XxNz | uMIYulMs4xNj E6NDQD
NCO9hdXRoL3Jl YWkt cy9kZWLvI i wi c3Vi | j oi ZTcxNjf NeN2Yt Nj | 3Ny00Zj MALTI hMGEt Zj cyNGNi NGYLYTJI i wi dH W j oi UnWntmvzadl sl nF6
cCl 61 nhzMrEt cnvzdGFwaS1j b@ | bnQ LCIub25j ZSI 61 j g5YWY1YTRrLTcy ODAt NDZj Zi 04MAFnLWWEMAN xYZNi M | i Zi | sl nF1dGhf dd t ZSI 6
Mowi c2Vzc2l vbl 92dGFOZSI 61 j Jj YmJIhYTI OLTMy ZWQt NGVANC04 OWMLL TA3N2 Mmviniviy MDNI MCI s nNj b3BI | j oi b3BI bni kI n0. v-
8w7Q& hNoj s68H6MT7a50xzbEze9LEN] yMMp650Jk",

"token_type": "bearer",

"not - before-policy": O,

"session_state": "2cbbaa24-32ed-4c84-89c5-077c02c203e0",

"scope": "xs2a offline_access"

}

An HTTP response returns a JSON body. Extract the "access_t oken" from the JSON and use it when calling any of the PIS, AIS, PIIS
services. The access token will have to be provided as an HTTP header, the access token value should be preceded by "Bearer ":

Aut hori zat i on: Bear er

eyJhbCci O JSUzIl 1Ni | sI nR5¢Cl gG Ai SI dUli wi a2l kli A6l CJOb3BYTy1zdzZTek9ObEgOY1VXR3! i ODFEXy 16U2huSUVi VUNBTOFydHhFI nO.
eyJqdcki O | 3Ym\hZj AxMyOyMz U4ALTQLZDct YWZK YSOXNTgOMz ESYWQLYWYi LCII eHAI G EIN gWwMI'QBNDKs | nbi Zi | 6MOwi aWFOI j ox NTY4VDEO
NDQ5LCIpc3M O JodHRWO 8vMTcyLj E2Lj EuMIYxQ QONDQY YXV0aC9y ZWFsbXM/ZGVt byl sl nNLYi | 61 mU3MIYzZj dml TYyNzct NGYzOO05YTBh
LWY3M R Yj Rr\MEYZSI sl nR5¢Cl 61 kJI YXJI ci | sl nF6cCl 61 nhzMvEt cmivVzdGFwaS1j bd | bnQ@ LCIub25j ZSI 61 j g5YWY1YTRLTcy ODAt NDZj
Zi O4AMAFMLWWEMAY XxYZNI M Ti Zi | sl nF1dGhf dd t ZSI 6MTU2 ODAXNDQOOSW c2Vzc2l vbl 9zdGF0ZSI 61 j Jj YmIhYTI OLTMy ZWQt NGVINCO4 OWML
LTA3IN2 MMV NDNI MCI s nFj ci | 61 j Ei LCIzY29wWZSI 61 mBwZWspZCl sl nByZWZI cnJl ZF91c2VybnFt ZSI 61 mR6aXVnYW sYSJ9.
ZyORhMQCRp9J2Lt IMzvI gQdf f - q4scCf g8_BG&ZBkaBUaGs3i zQ WY rt Jt 9Si W gl JQBr j vxg2edelLl L2t sZ_Npf sf 8Eg-

HQ7 GY9aB4yu8x0PdUOW.KEEqbwy 39KUaS_2I | waDTOFI FLEFr u- EC] R- aoHWP3Z0oc X- MbZwxxkwx Eh_OrDX1Y7kr ZI g5Hr -

2j 6YGGokOvTKLENtWBeLZ1nel6zl Xi 9HapPoXAl H1Xvq7zG&bgUf TXNr YnebXael t PZEbQXd4WHEI Zt q6FhWKESgkWis YCj zi QUU7 NJWPv Qamn DY
dWbhc7r AX7Sm 6j gl ZXnl nbSXX_410TVYWNT_5i A

For brevity, examples using the access token will not display its actual value, but will use _ACCESS_TOKEN in its place.

Renewal of Access token

When access code expires, it should be renewed with "ref resh_t oken". The same endpoint is invoked as acquiring access token for
first time and "access_t oken" will be provided in the same way.

PCOST https://api.xs2al{version}/oauth/token

HTTP Headers
Name Type Condition Description

X-Request-1D | String | Mandatory | ID of the request, unique to the call, as determined by the initiating party.



Cont ent - Type String

HTTP query parameters
Name Type

branch String

HTTP body: JSON

$.grant _type | String

$.refresh_token | String

HTTP Request

Mandatory

Condition

Mandatory

Mandatory

Mandatory

value: application/json

Description

ASPSP branch. (branch=SANDBOX for Sandbox environment, please ask for PROD environment)

value: refresh_token

"refresh_token" parameter that was provided on acquiring access token for first time.

POST https://api.xs2al{version}/oauth/token?branch=SANDBOX

Cont ent - Type: appl i cation/json

X- Request - | D: 859beb82- e608- 43f b- aa35- 8e348d3b829f  {
"grant _type": "refresh_t oken",

"refresh_t oken":

"eyJhbGei G JI Uzl 1Ni | sI nR5cCl gOi Ai S| dUl i wi a2l ki i A6l CII ZGVi Zj k3YS02NzNi LTQYNGU OThnivi 0zOW xZj cwyzhl OTU f Q

eyJqdGki O | IN2Qz YWFhZS0zNzc2L TRhYWQ OGVhNy 1i OAGENzI XM hkYmM LCJ1 eHA O ELNj gwMT'YyNDKs| mbi Zi | 6MOwi aWFO! j oxNTY4NDEO
NDQ5LCIpc3M O JodHRWG 8vMIcyLj E2Lj EUMIYxG QONDQY YXV0aCy ZWEsb XM/ ZGVt by | sI nF1ZCl 61 mhOdHAGLY 8xNzI uMTYuMS4x N E6NDQD
NCOhdXRoL3J1 YWkt cy9kZWLvI i wi ¢3Vi | j oi ZTexNj NmN2Yt Nj | 3Ny00Zj MALTI hMGEt Zj cyNGNi NGYLYTJ! | wi dH Wi j oi UmVncimvzadl s| nF6
¢Cl 61 nhzMvEt cnvzdGFwaS1j ba | bnQ LCIub25j ZSI 61 j g5YWY1YTRLTcy ODAt NDZj Zi O4MAEMLVIMEMAY XYZNi M | i Zi | s| nF1dGhf ddl t ZSI 6

Mowi c2Vzc2l vbl 92dGFOZSI 61 j Jj YmJhYTI OLTMy ZWQt NGVANCO4 OWMLL TA3N2 Mmviniviy MDNI MCI s nNj b3BI |'j oi b3BI bni kI n0. v-
8W7Q& hNoj s68H6NMT7a50xzbEze9LEN] yMMp65qJk™"

}



HTTP Response

Status: 200

Tr ansf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2019 08:30:10 GMI
Cont ent - Type: appl i cation/json

{

"access_t oken":
"eyJhbCci O JSUzIl 1Ni I sI nR5¢cCl gG Ai SI dUli wi a2l kli A6I CI0b3BYTy1zdzZTek9ObEgOY1VXR3I i ODFEXy16U2huSUVi VUNBTOFydHhFI nO

eyJqdGki O | 3Ym\hZj AxMyOyMzUALTQLZDct YWZK YSOXNTgOMz E5 YWQLYWYi LCII eHAI G EINj gwMTQBNDks | bi Zi | 6MOwi aWFOI j ox NTY4MDEO
NDQ5LCIpc3M O JodHRWO 8vMTcyLj E2Lj EuMIYxQ QONDQUYXV0aC9y ZWFsbXM/ZGVt byl sl nNLYi | 61 mU3MIYzZj dnl TYyNzct NGYzOO05YTBh
LWY3M R Y] Rr\MEy ZSI sI nR5¢Cl 61 kJI YXJI ci | sl nF6cCl 61 nhzMrEt cmiVzdGFwaS1j bA | bnQ LCIub25j ZSI 61 j g5YWY1YTRnLTcy ODAt NDZj
Zi OAMAFLVWWEMAE XYZNE M |1 Zi | sl nF1dGhf dd t ZSI 6 MTU2 ODAXNDQOOSwW ¢2Vzc2l vbl 9zdGF0ZSI 61 j Jj YmIhYTI OLTMy ZWQ NGVANC04 ON\ML
LTAIN2Mmviiy MDNI MCI s | nFj ci | 61 j Ei LCIZY29wWZSI 61 mOwZWepZCl sl nByZWZI cnJl ZF91c2Vybnft ZSI 61 mR6aXVnYW sYSJ9.
ZyORhMQCRp9J 2Lt IMzvI gQdf f - q4scCf g8_BG&ZBkaBUaGs3i zQ WY rt Jt 9Si W gl JQBr j vxg2edelLl L2t sZ_Npf sf 8Eg-
HQ7 GY9aB4yu8x0PdUOW.KEEqbwy 39KUaS_2I | waDTOFI FLEFr u- EC] R- aoHWP3Z0oc X- MbZwxxkwx Eh_OrDX1Y7kr ZI g5Hr -
2j 6YGGokOvTKL6NtW8eLZ1nel6zl Xi 9HapPoXAl H1Xvq7z&bgUf TxNr YnebXael t PzEbQXd4WHEI Zt g6 FhWKE5qkWrs YG zi QUU7 NJ WPV Qan DY
dWbhc7r Ax7Sml 6j gl ZXnl mBSXX_410TVYWNT_5i A",

"expires_in": 1800,

"refresh_expires_in": 15552000,

"refresh_t oken":
"eyJhbCci G JI Uzl INi I sl nR5¢cCl gO Ai Sl dUli wi a2l kli A6l CJI ZGVi Zj k3YS02NzNi LTQyNGUt OThmi 0z ON xZj cwyzhl OTUi f Q
eyJqdGki O | IN2Qz YWFhZS0zNz c 2L TRhYWQX OGVvhNy 1i OMBNzI xM hkYmM LCII eHAIi G EINj gwMTYyNDks | nbi Zi | 6MOwi aWFOI j oxNTY4NMDEO
NDQBELCIpc3M G JodHRwWO 8vMTcyLj E2Lj EuMTYxQ QONDQV YXV0aC9y ZWFsbXM/ZGvt byl s| nF1ZCl 61 mhOdHAG6LY8XxNz | uMIYulMs4xNj E6NDQD
NCO9hdXRoL3Jl YWkt cy9kZWLvI i wi c3Vi | j oi ZTcxNjf NeN2Yt Nj | 3Ny00Zj MALTI hMGEt Zj cyNGNi NGYLYTJI i wi dH W j oi UnWntmvzadl sl nF6
cCl 61 nhzMrEt cnvzdGFwaS1j b@ | bnQ LCIub25j ZSI 61 j g5YWY1YTRrLTcy ODAt NDZj Zi 04MAFnLWWEMAN xYZNi M | i Zi | sl nF1dGhf dd t ZSI 6
Mowi c2Vzc2l vbl 92dGFOZSI 61 j Jj YmJIhYTI OLTMy ZWQt NGVANC04 OWMLL TA3N2 Mmviniviy MDNI MCI s nNj b3BI | j oi b3BI bni kI n0. v-
8w7Q& hNoj s68H6MT7a50xzbEze9LEN] yMMp650Jk",

"token_type": "bearer",

"not - before-policy": O,

"session_state": "2cbbaa24-32ed-4c84-89c5-077c02c203e0",

"scope": "xs2a offline_access"

}

Accounts information services API

TPP must have AISP role to use Accounts information services. AIS services allow TPP to access the PSU account information, account
balances, and account transactions (statements). Prior to using any of the services, TPP must obtain a consent from PSU. The consent
contains information on accounts, to which the PSU has granted access to TPP, and how often the account information can be
accessed. The consent must be authorized by PSU with SCA.

There may only be one authorized consent at any time for a particular PSU. If additional access rights are to be granted by PSU, then a
new consent must be created and authorized - the previous consent will be invalidated.

Two types of consents are available:

1. Global consents. Consents are for all available accounts of the PSU on all related account information services.
2. Detailed consents. Consents are for access to accounts specified in Consent request, for specified account information services.

Here is a consent authorization flow with Redirect SCA:
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Here is a consent authorization flow with Decoupled SCA:
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Follow the example below to see the steps needed to acquire the consent.

Example

Get a list of PSU accounts
The following endpoint can be invoked to obtain a list PSU accounts. This endpoint is available only for TPP that have a AISP role.

GET https://api.xs2al{version}/accounts-1ist

HTTP Headers
Name Type Condition Description

X-Request -1 D String | Mandatory | ID of the request, unique to the call, as determined by the initiating party.

Content - Type String | Mandatory | value: application/json



Aut hori zati on String | Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken"

PSU- Corporate-1D  String @ Optional Validation of a Corporate or a Person by Corporate code or Personal code.

Then, obtain a list of PSU accounts.

HTTP Request

GET https://api.xs2al/{version}/accounts-1ist

Aut hori zati on: Bearer _ACCESS_TOKEN

Cont ent - Type: appl i cation/json

X- Request - | D: f 63daf 5f - 27ae- 4992- 9eda- 940dd2aldae0
PSU- Cor por at e- | D: 0987654321

HTTP Response

Status: 200

Tr ansf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2019 07:35:10 GVIT
Cont ent - Type: appl i cation/json

[{
"i ban":"LT044010000100439350",
"currency":"EUR',
"nane": " Account _nane",
"val idation":"true"
H

TPP can provide the obtained list of accounts to PSU to choose the account(s) which will be used for AIS or PIS services. If TPP does
not have the AISP role, TPP does not provide JSON parameter debt or Account in the PIS services calls. In this case, PSU can choose
the debtor account in the ASPS interface.

Verification of account owner

The endpoint / account s-1i st provides a possibility to verify the accounts owner. The accounts are checked if the account owner is an
individual (Person) or a company (Corporate) provided in the header PSU- Cor por at e- | D. The property val i dati on in the answer
represents the validation for every account:

® true - the value PSU Cor por at e- | D was provided, the individual or the company has rights to the account;
® fal se - the value PSU- Cor por at e- | D was provided, the individual or the company has no rights to the account;
® enpty (NULL) - the value PSU- Cor por at e- | D was not provided.

In Sandbox, the value PSU- Cor por at e- | D must be 12345678901 for the personal code or 0987654321 for the corporate code, or not
provided at all — otherwise, an error will be returned.

If Person/Corporate verification fails, the HTTP error 401 is returned with the error code CORPORATE_I D_| NVALI D and the text reading:
The PSU-Corporate-ID cannot be matched by the addressed ASPSP.



HTTP Response for error when "PSU-Corporate-ID" verification fails

Status: 401

Tr ansf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Oct 2023 17:35:56 GV
Cont ent - Type: appl i cation/json

{
"t ppMessages": [
{
"category": "ERROR',
"code": "CORPORATE_I D_I| NVALI D',
"text": "The PSU Corporate-1D cannot be natched by the addressed ASPSP."
}
]
}

Create a consent

A consent must be created with the account access details. The following endpoint must be invoked:
PCOST https://api.xs2al{version}/consents
HTTP Headers

Name Type Condition Description

X-Request-1D | String  Mandatory | ID of the request, unique to the call, as determined by the initiating party.
Content-Type | String | Mandatory | value: application/json
Aut hori zation | String | Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

HTTP body defined in Developer portal.

Create a consent that allows TPP to access information, balances, transactions for each consented PSU account. Information for each
consented PSU account can be accessed without the PSU involvement 4 times a day until a consent is valid. The maximum validity
period for a consent is 180 days.



HTTP Request

POST https://api.xs2al{version}/consents

Aut hori zati on: Bearer _ACCESS TOKEN

Cont ent - Type: appl i cation/json

X- Request - | D: f 63daf 5f - 27ae- 4992- 9eda- 940dd2aldae0

{
"access": {
"accounts": [
{
"iban": "LT044010000100439350",
"currency": "EUR'
}
1.
"bal ances": [
{
"iban": "LT044010000100439350",
"currency": "EUR'
}
1.
"transactions": [
{
"iban": "LT044010000100439350",
"currency": "EUR'
}
]
H
"recurringlndicator": true,
"validuntil": "2019-10-04",
"frequencyPerDay": 4
}

HTTP Response

Status: 201

Tr ansf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2019 07:35:10 GVIT
Cont ent - Type: appl i cation/json

{
“consent | d": " OLS4AO6EQGX3P470DI&L2DNI CR8JS0000016612",
"_links": {
"self": {
"href": "/{version}/consents/ OLS4AC6EQGX3P470DJGL2DNI CR8JS0000016612"
b
"startAut horisation": {
"href": "/{version}/consents/ OLS4AC6EQGX3P470DJG2L2DNI CR8JS0000016612/ aut hori sati ons"
b
"status": {
"href": "/{version}/consents/ OLS4AO6EQGX3P470ODJG2L2DNI CR8JS0000016612/ st at us"
}
}
}

The consent has been successfully created, but not yet authorized. Extract the "consent | d" value for later use.

Create an authorization resource for a consent

Before a consent can be authorized by PSU with SCA, an authorization resource must be created for the consent. The following
endpoint must be invoked:

PCOST https://api.xs2al{version}/consents/{consentl|d}/authorisations



HTTP Headers
Name Type Condition Description

X-Request-1D | String  Mandatory | ID of the request, unique to the call, as determined by the initiating party.
Content-Type | String | Mandatory | value: application/json

Authorization  String ' Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

Create an authorization.

HTTP Request

POST https://api.xs2al{version}/consents/ OLSAAC6EQGX3P47C0DIG2L2DNI CR8JS0000016612/ aut hori sat i ons
Aut hori zati on: Bearer _ACCESS_TOKEN
X- Request - | D: 70cc22b0- 004c- 4375-8215- aec00933b238

HTTP Response

Status: 201

Tr ansf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2019 07:35:32 GMI
Cont ent - Type: application/json

{
“aut horisationld": "GFVNSKX4FZODI UDVDPRYSMUZPENVUY0000016616",

"scaMet hods": [

{
"name": "Smart| D'
},
{
"name": "Mbbilel D
.
{
"name": "Redirect"
}
1,
"_links": {

"scaStatus": {
"href": "/{version}/consents/ OLS4AOGEQGX3P470DIJG2L2DNI CR8JS0000016612/ aut hori sati ons
/ GFVNSKX4FZODI UDVDPRYSMJZPENVUY0000016616"

}
"sel ect Aut henti cati onMet hod": {
"href": "/{version}/consents/ OLS4AC6EQGX3P470DJG2L2DNI CR8JS0000016612/ aut hori sati ons
| GFVNSKX4FZ0ODI UDVDPRYSMUZPENVUY0000016616"

}
}
}

The authorization resource was successfully created. The "scaMet hods" property provides a list of available SCA methods. Extract the "
aut hori sati onl d" value for later use.

Choose SCA Redirect

To choose an SCA method, we must update the created authorization resource. The following endpoint must be invoked:

PUT https://api.xs2al{version}/consents/{consentld}/authorisations/{authorizationld}

HTTP Headers
Name Type Condition Description

X-Request-1D | String = Mandatory | ID of the request, unique to the call, as determined by the initiating party.



Content-Type | String | Mandatory | value: application/json
Aut hori zation | String | Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".
HTTP body defined in Developer portal.

Choose an SCA Redirect method. This method will allow to redirect PSU to its ASPSP where he will be able to authorize the consent
with its preferred SCA.

HTTP Request

PUT https://api.xs2al/{version}/consents/ OLS4AAO6EQGX3P470DIG2L2DNI CR8JS0000016612/ aut hori sati ons
| GFVNSKX4FZODI UDVDPRYSMUZPENVUY0000016616

Aut hori zati on: Bearer _ACCESS_TOKEN

Cont ent - Type: appl i cation/json

X- Request - | D: 840adel0- c743- 4d2c- 80a5- d69d7d18b4f 5

{
}

"aut henti cati onMet hodl d": "Redirect”

HTTP Response

Status: 200

Tr ansf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2019 07:35:42 GV
Cont ent - Type: application/json

{
"_links": {
"scaStatus": {
"href": "/{version}/consents/ OLS4AC6EQGX3P470DJG2L2DNI CR8JS0000016612/ aut hori sati ons
| GFVNSKX4FZ0DI UDVDPRYSMJUZPENVUY0000016616"
},
"scaRedirect": {
"href": "http://ib.xs2a/ib/sitel/psd2/]ogi n?transacti onl dsStri ng=905560"
}
},

"scaStatus": "scaMet hodSel ect ed"

An update was successful, it returns JSON property "scaSt at us" with value "scaMet hodSel ect ed". The "scaRedi rect " property
provides a URL to an ASPSP authorization interface. The "redi rect _uri " parameter must be appended to this URL in order the ASPSP
could redirect back to TPP after PSU finishes authorization. Mandatory parameter "redi rect _uri _fail" must be appended in order the
ASPSP could redirect to TPP after authorization fail. A complete URL with an appended parameters could look like this:

http://ib.xs2al/ib/sitel/ psd2/1ogi n?transactionl dsStri ng=905560&r edi rect _uri=http://tpp.confusers
/1& edirect _uri_fail=http://tpp.com users/1?fail=true

Now, PSU must be redirected to that URL to start the consent authorization. If confirmation is cancelled in the Internet bank page, the
authorization status becomes "f ai | ed". A new authorization resource must be created to complete the authorization.

Consent authorization status

Once PSU has finished the authorization process, TPP can check the consent authorization status. The following endpoint must be
invoked:

GET https://api.xs2al{version}/consents/{consent|d}/authorisations/{authorizationld}

HTTP Headers
Name Type Condition Description

X-Request-1D | String  Mandatory | ID of the request, unique to the call, as determined by the initiating party.



Content-Type | String | Mandatory | value: application/json

Authorization  String ' Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

Check the status.

HTTP Request

GET https://api.xs2al{version}/consents/ OLS4AAC6EQGX3P470DJ&2L2DNI CR8JS0000016612/ aut hori sati ons
| GFVNSKX4FZODI UDVDPRYSMUZPENVUY0000016616

Aut hori zati on: Bearer _ACCESS_TOKEN

Cont ent - Type: appl i cation/json

X- Request - | D: 33454916- 0543- 42f 8- bb62- 843be8073e6d

HTTP Response

Status: 200

Tr ansf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2019 12:34:22 GMI
Cont ent - Type: appl i cation/json

{

"scaStatus": "finalised"

}

If the "scaSt at us" property value is "fi nal i sed", then this authorization is finalised.

Consent status

Now, the consent status can be verified to make sure that the consent is ready to be used. The following endpoint must be invoked:

GET https://api.xs2al{version}/consents/{consentl|d}/status

HTTP Headers
Name Type Condition Description

X-Request-1D | String | Mandatory | ID of the request, unique to the call, as determined by the initiating party.
Content-Type | String | Mandatory | value: application/json

Authorization  String ' Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

Check the consent status.

HTTP Request

GET https://api.xs2al{version}/consents/ OLSAAC6EQGX3P470DIG2L2DNI CR8JS0000016612/ st at us
Aut hori zati on: Bearer _ACCESS TOKEN
X- Request - | D: 3be572ed- 450f - 4c21- a990- a7a089f 7f 1a2



HTTP Response

Status: 200

Tr ansf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2019 12:34:34 GMI
Cont ent - Type: appl i cation/json

{

"consent Status": "valid"

}

If the "consent St at us" property value is "val i d", then the consent is ready to be used.

Accounts information
In order to get a list of accounts, invoke the following endpoint:

GET https://api.xs2al/{version}/accounts

HTTP Headers
Name Type Condition Description

X-Request-1D | String Mandatory | ID of the request, unique to the call, as determined by the initiating party.

Authori zation ' String | Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

PSU-1nitiated | Boolean Mandatory
® true - information access was initiated by PSU and PSU is aware of it.

® false - information access was initiated by TPP.

Consent -1 D String | Mandatory | ID of PSU granted consent.

Get the account information:

HTTP Request

CET https://api.xs2al/{version}/accounts

Aut hori zati on: Bearer _ACCESS_TOKEN

Consent - | D: OLS4AOC6EQGX3P470DI&2L2DNI CR8JS0000016612
PSU-Initiated:true

X- Request - | D: e9dd4b5a- 4103- 48ee-94c0- ce7dd4d31911



HTTP Response

Status: 200

Tr ansf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2019 07:41:29 GMr
Cont ent - Type: appl i cation/json

{
"accounts": [
{
"resourcel d": "9HXBMJUEARZZYDBABB3GFVMFX56YJCU0000016614",
"iban": "LT044010000100439350",
"currency": "EUR',
"_links": {
"bal ances": {
"href": "/{version}/accounts/ 9HXBMJEARZZYDBABB3GFVM-X56YJCU0000016614/ bal ances"
H
"self": {
“href": "/{version}/accounts/ 9HXBMJEARZZYDBABB3GFVM-X56YJCU0000016614"
I
"transactions": {
"href": "/{version}/accounts/ 9HXBMJEARZZYDBABB3G-VM-X56YJCU0000016614/t r ansacti ons"
}
}
}
]
}

Each account has its own "resour cel d" property. This property is required to access the specific account's balances and transactions.

Account balances
In order to get the account's balances, invoke the following endpoint:

GET https://api.xs2al{version}/accounts/{resourcel d}/bal ances

HTTP Headers
Name Type Condition Description

X-Request-1D | String Mandatory | ID of the request, unique to the call, as determined by the initiating party.

Aut hori zation | String Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

PSU-Initiated | Boolean Mandatory
® true - information access was initiated by PSU and PSU is aware of it.

® false - information access was initiated by TPP.

Consent -1 D String | Mandatory | ID of PSU granted consent

Get the account balances.

HTTP Request

GET https://api.xs2al/{version}/accounts/ 9HXBMJEARZZYDBABB3GFVMFX56YJCU0000016614/ bal ances
Aut hori zati on: Bearer _ACCESS TOKEN

Consent - | D: OLS4A0C6EQGX3P470DIG2L2DNI CR8JS0000016612

PSU-Initiated: fal se

X- Request - | D: 09976dbd- d435- 4173- a267- c8f 72345f 672



HTTP Response

Status: 200

Tr ansf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2019 12:49:30 GMI
Cont ent - Type: appl i cation/json

{
"account": {
"iban": "LT044010000100439350",
"currency": "EUR'
},
"bal ances": [
{
"bal anceAnount ": {
"currency": "EUR',
"amount": "54.05"
}
"bal anceType": "cl osi ngBooked",
"creditLinmtlncluded": false,
"referenceDate": "2019-09-09"
H
{
"bal anceAmount ": {
"currency": "EUR',
"amount": "52.05"
H
"bal anceType": "interi mAvail abl e",
"creditLimtlncluded": true,
"referenceDate": "2019-09-09"
}
1
"_links": {
"self": {
"href": "/{version}/accounts/ 9HXBMJEARZZYDBABB3GFVM-X56YJCU0000016614/ bal ances"
I
"transactions": {
"href": "/{version}/accounts/ 9HXBMJEARZZYDBABB3G-VM-X56YJCU0000016614/t r ansacti ons"
I
"account": {
"href": "/{version}/accounts/ 9HXBMJEARZZYDBABB3GFVMFX56YJCU0000016614"
}
}
}

Account transactions not older than 90 days
To get the account's transactions not older than 90 days, invoke the following endpoint:

GET https://api.xs2al/{version}/accounts/{resourceld}/transactions

HTTP Headers
Name Type Condition Description

X-Request-1D | String Mandatory | ID of the request, unique to the call, as determined by the initiating party.
Aut hori zation | String Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

PSU-Initiated | Boolean Mandatory
® true - information access was initiated by PSU and PSU is aware of it.
® false - information access was initiated by TPP.

Consent -1 D String | Mandatory | ID of PSU granted consent.

HTTP query parameters



dat eFrom String Mandatory | Starting date (inclusive the date dateFrom) of the transaction list. Not earlier than 90 days.
dat eTo Date Optional End date (inclusive the data dateTo) of the transaction list, default is "now" if not given.

booki ngStatus | String | Optional Booking statuses. Available values: booked.

Get the account's transactions.

HTTP Request

CET https://api.xs2al/{version}/accounts/ 9HXBMJEARZZYDBABB3G-VMFX56YJCU0000016614/t r ansact i ons?dat eFr onr2023- 06-
11

Aut hori zati on: Bearer _ACCESS TOKEN

Consent - | D: OLS4A0C6EQGX3P470DIG2L2DNI CR8JS0000016612

PSU-Initiated: fal se

X- Request - | D: 36b63034- d730- 4d6e- 8ba5- b714acc198f 9



HTTP Response

Status: 200

Tr ansf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2023 12:56:26 GMI
Cont ent - Type: appl i cation/json

{
"account": {
"iban": "LT044010000100439350",
"currency": "EUR'
},
"transactions": {
"booked": [],
"pending": []
H
"bal ances": [
{
"bal anceAmount ": {
"currency": "EUR',
"amount": "54.05"
3
"bal anceType": "cl osi ngBooked",
"creditLintlncluded": false,
"referenceDate": "2023-09-09"
b
{
"bal anceAnmount ": {
"currency": "EUR',
"amount": "52.05"
H
"bal anceType": "interimAvail abl e",
"creditLimtlncluded": true,
"referenceDate": "2023-09-09"
}
1,
"_links": {
"bal ances": {
"href": "/{version}/accounts/ 9HXBMJEARZZYDBABB3G-VM-X56YJCU0000016614/ bal ances"
},
"sel f": {
"href": "/{version}/accounts/ 9HXBMJEARZZYDBABB3G-VM-X56YJCU0000016614/t r ansacti ons"
H
"account": {
“href": "/{version}/accounts/ 9HXBMJEARZZYDBABB3GFVMFX56YJCU0000016614"
}
}
}

Account transactions older than 90 days

To get the account's transactions older than 90 days, a statement should be authorized by PSU. The following endpoint must be
invoked to get st at enent | D:

POST https://api.xs2al{version}/accounts/{resourceld}/transactions

HTTP Headers
Name Type Condition Description
X- String  Mandatory  ID of the request, unique to the call, as determined by the initiating party.

Request -
ID

Authoriza | String  Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".
tion



PSU- Boolean| Mandatory
Initiated ® true - information access was initiated by PSU and PSU is aware of it.
® false - information access was initiated by TPP.

lcgnsent - String | Mandatory ID of PSU granted consent.

HTTP query parameters

dateFrom  String | Mandatory | Starting date (inclusive the date dateFrom) of the transaction list. Earlier than 90 days.

dat eTo Date Optional End date (inclusive the data dateTo) of the transaction list, default is "now" if not given. Period from
"dateFrom" till "dateTo" cannot exceed 1 year.

bookingSt ' String | Optional Booking statuses. Available values: booked.

atus

Order account's transactions list:

HTTP Request

POST https://api.xs2al{version}/accounts/ 9HXBMJEARZZYDBABB3G-VM-X56YJCU0000016614/ t r ansact i ons?dat eFr om=2023- 06-
11

Aut hori zati on: Bearer _ACCESS_TOKEN

Consent - | D: OLS4AO6EQGX3P470DJG2L2DNI CR8JS0000016612

PSU-Initiated:true

X- Request - | D: 36b63034- d730- 4d6e- 8ba5- b714acc198f 9

HTTP Response

Status: 201

Tr ansf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2023 12:56:26 GMI
Cont ent - Type: appl i cation/json

{
"statenentld": 456,
"_links":
{
"startAut horisation":
{
"href": "/{version}/accounts/123/transacti ons/ 456/ aut hori sati ons"
}
}
}

Create an authorization resource for transactions list

Before a list of transactions can be authorized by PSU with SCA, an authorization resource must be created for the statement. The
following endpoint must be invoked:

POST https://api.xs2al{version}/accounts/{resourceld}/transactions/{statenmentl|d}/authorisations

HTTP Headers
Name Type Condition Description

X-Request-1D | String Mandatory | ID of the request, unique to the call, as determined by the initiating party.
Aut hori zation | String Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

PSU-Initiated | Boolean = Mandatory
® true - information access was initiated by PSU and PSU is aware of it.
® false - information access was initiated by TPP.



Consent -1 D String | Mandatory | ID of PSU granted consent.

Create an authorization:

HTTP Request

POST https://api.xs2al{version}/accounts/ 9HXBMJEARZZYDBABB3GFVM-X56YJCU0000016614/ t r ansact i ons/ 456
[ aut hori sati ons

Aut hori zati on: Bearer _ACCESS_TOKEN

Consent - | D: OLS4A06EQGX3P470DJG2L2DNI CR8JS0000016612

PSU-Initiated:true

X- Request - | D: 70cc22b0- 004c- 4375- 8215- aec00933b238

HTTP Response

Status: 201

Transf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2023 07:35:32 GMI
Cont ent - Type: appl i cation/json

{
"aut horisationld": "GFVNSKX4FZODI UDVDPRYSMUZPENVUY0000016619",

"scaMet hods": [

{
"name": "Smartl| D'
b,
{
"name": "Mbilel D
I
{
"name": "Redirect”
}
I,
"_links": {

"scaStatus": {
"href": "/{version}/accounts/ 9HXBMJEARZZYDBABB3G-VM-X56YJCU0000016614/t r ansact i ons/ 456/ aut hori sati ons
| GFVNSKX4FZODI UDVDPRYSMJZPENVUY0000016619"
b
"sel ect Aut henti cati onMet hod": {
“href": "/{version}/accounts/ 9HXBMJEARZZYDBABB3GFVM-X56YJCU0000016614/ t r ansact i ons/ 456/ aut hori sati ons
| GFVNSKX4FZODI UDVDPRYSMJZPENVUY0000016619"

}
}
}

The authorization resource was successfully created. The "scaMet hods" property provides a list of available SCA methods. Extract the
aut hori sati onl d" value for later use.

Choose SCA Redirect
To choose an SCA method, update the created authorization resource. The following endpoint must be invoked:

PUT https://api.xs2al{version}/accounts/{resourceld}/transactions/{statenentld}/authorisations/{authorizationld}

HTTP Headers
Name Type Condition Description

X-Request-1D  String Mandatory | ID of the request, unique to the call, as determined by the initiating party.
Cont ent - Type String Mandatory value: application/json

Aut hori zation | String Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".



Consent -1 D String Mandatory ID of PSU granted consent.

PSU-Initiated | Boolean Mandatory
® true - information access was initiated by PSU and PSU is aware of it.
® false - information access was initiated by TPP.

HTTP body defined in Developer portal.

Choose an SCA Redirect method. This method will allow to redirect PSU to its ASPSP where he will be able to authorize the consent
with its preferred SCA.

HTTP Request

PUT https://api.xs2al/{version}/accounts/ 9HXBMJEARZZYDBABB3GFVMFX56YJCUO000016614/ t r ansact i ons/ 456/ aut hori sati ons
| GFVNSKX4FZODI UDVDPRYSMUZPENVUY0000016619

Aut hori zati on: Bearer _ACCESS_TOKEN

Cont ent - Type: appl i cati on/j son

Consent - | D: OLS4AC6EQGX3P470DJG2L2DNI CR8JS0000016612

PSU-Initiated:true

X- Request - | D: 840adel10- c743- 4d2c- 80a5- d69d7d18b4f 5

{
"aut henti cati onMet hodl d": "Redirect"

}

HTTP Response

Status: 200

Transf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2023 07: 35:42 GV
Cont ent - Type: appl i cation/json

{
"_links": {
"scaStatus": {
“href": "/{version}/accounts/ 9HXBMJEARZZYDBABB3GFVMFX56YJCU0O000016614/ t ransact i ons/ 456/ aut hori sati ons
| GFVNSKX4FZODI UDVDPRYSMJZPENVUY0000016619"
b
"scaRedirect": {
"href": "http://ib.xs2a/ib/sitelpsd2/]ogin?statenentl|dsString=456"
}
H

"scaStatus": "scaMet hodSel ect ed"

The update was successful, it returns JSON property "scaSt at us" with value "scaMet hodSel ect ed". The "scaRedi r ect " property
provides a URL to an ASPSP authorization interface. The "redi rect _uri " parameter must be appended to this URL in order the ASPSP
could redirect back to TPP after PSU finishes authorization. Mandatory parameter "redi rect _uri _fail " must be appended in order the
ASPSP could redirect to TPP after authorization fail. A complete URL with an appended parameters could look like this:

http://ib.xs2alib/sitel psd2/|ogi n?statenent| dsString=456&r edirect_uri=http://tpp.conm users/1& edirect_uri_fail=htt
p://tpp.comusers/1?fail =true

Now, PSU must be redirected to that URL to start the consent authorization. If confirmation is cancelled in the Internet bank page, the
authorization status becomes "f ai | ed". A new authorization resource must be created to complete the authorization.

Transactions list authorization status

Once PSU has finished the authorization process, TPP can check the consent authorization status. The following endpoint must be
invoked:

GET https://api.xs2al/{version}/accounts/{resourceld}/transactions/{statenentld}/authorisations/
{aut hori zati onl d}

HTTP Headers



Name Type Condition Description

X-Request-1D | String Mandatory | ID of the request, unique to the call, as determined by the initiating party.
Aut hori zati on ' String Mandatory @ The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

PSU-Initiated Boolean | Mandatory
® true - information access was initiated by PSU and PSU is aware of it.
® false - information access was initiated by TPP.

Consent -1 D String | Mandatory | ID of PSU granted consent.

HTTP Request

GET https://api.xs2al{version}/accounts/ 9HXBMJEARZZYDBABB3GFVMFX56YJCU0000016614/ t r ansact i ons/ 456/ aut hori sati ons
| GFVNSKX4FZODI UDVDPRYSMUZPENVUY0000016619

Aut hori zati on: Bearer _ACCESS TOKEN

Consent - | D: OLS4A06EQGX3P470DIG2L2DNI CR8JS0000016612

PSU-Initiated:true

X- Request - | D: 33454916- 0543- 42f 8- bb62- 843be8073e6d

HTTP Response

Status: 200

Tr ansf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2023 12: 34:22 GV
Cont ent - Type: appl i cation/json

{

"scaStatus": "finalised"

}

If the "scaSt at us" property value is "fi nal i sed", then this authorization is finalised.

Getting account transactions by st at enent | D
In order to get account's transactions older than 90 days by st at enent | D, following endpoint must be invoked:

GET https://api.xs2al/{version}/accounts/{resourceld}/transactions/{statenmentld}

HTTP Headers
Name Type Condition Description

X-Request-1D | String Mandatory | ID of the request, unique to the call, as determined by the initiating party.
Aut hori zation | String Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

PSU-Initiated Boolean | Mandatory
® true - information access was initiated by PSU and PSU is aware of it.
® false - information access was initiated by TPP.

Consent -1 D String | Mandatory | ID of PSU granted consent.

HTTP Request

GET https://api.xs2al/{version}/accounts/ 9HXBMJEARZZYDBABB3GFVMFX56YJCU0000016614/tr ansacti ons/ 456
Aut hori zati on: Bearer _ACCESS TOKEN

Consent - | D: OLS4A0C6EQGX3P470DIG2L2DNI CR8JS0000016612

PSU-Initiated:true

X- Request - | D: 33454916- 0543- 42f 8- bb62- 843be8073e6d



HTTP Response

Status: 200

Tr ansf er - Encodi ng: chunked

Connecti on: keep-alive

Dat e: Mon, 09 Sep 2023 12:56:26 GV
Cont ent - Type: appl i cation/json

{ "account": {
"iban": "LT044010000100439350",
"currency": "EUR'

I
"transactions": {
"booked": [],
"pending": []
H
"bal ances": [
{
"bal anceAmount ": {
"currency": "EUR',
“anmount": "54.05"
b
"bal anceType": "cl osi ngBooked",
"creditLintlncluded": false,
"referenceDate": "2023-09-09"
b
{
"bal anceAnpunt ": {
"currency": "EUR',
"amount": "52.05"
I
"bal anceType": "interimAvail abl e",
"creditLimtlncluded": true,
"referenceDate": "2023-09-09"
}
1,
"_links": {
"bal ances": {
"href": "/{version}/accounts/ 9HXBMJEARZZYDBABB3G-VM-X56YJCU0000016614/ bal ances"
},
"sel f": {
"href": "/{version}/accounts/ 9HXBMJEARZZYDBABB3GFVMFX56YJCU0000016614/ t r ansact i ons"
.
"account": {
“href": "/{version}/accounts/ 9HXBMJEARZZYDBABB3GFVM-X56YJCU0000016614"
}
}

If SCA is not completed for account's transactions list, HTTP Error 428 is returned.

Authorization resource status flow



inititiation

received

[
SCA method chosen

scaMethodSelected

authcl;rized SCA routine failed

'S

finalised ] [ failed ]

Authorization resource states description:

received - a newly created authorization resource;

scaMethodSelected - state after the update of authorization resource, when SCA method is selected;
finalised - PSU has confirmed an authorization resource;

failed - SCA routine has failed.

PN

AIS consent status flow

initiation inititiation
phase
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authorized

] u
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1 1
1 1
1 i
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1 1
1 i
1 i
1 | 1
1 1
1 i
1 i
1 1
1 1
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phase

[ expired ]

AIS consent states description:
1. received - a newly registered consent;
2. valid - a consent is confirmed by PSU with SCA;
3. expired - a consent has expired.

If consent is revoked by PSU or terminated by TPP, consent is deleted and consent information service returns error that such consent
does not exist.

Payments initiation services API



PIS services allow TPP to make payments from PSU accounts. The payments must be authorized by PSU with SCA.

Here is a payment flow with Redirect SCA approach:
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Y
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A
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Y
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Here is a payment flow with Decoupled SCA approach:
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Feedback to customer
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Follow examples below to understand the steps needed to make certain payments.

Example of SEPA payment

Create a SEPA payment
A payment must be created with its details. The following endpoint must be invoked to create a SEPA payment:

PCOST https://api.xs2al{version}/paynents/sepa-credit-transfers

HTTP Headers
Name Type Condition Description

X-Request-1D | String = Mandatory | ID of the request, unique to the call, as determined by the initiating party.
Content-Type | String @ Mandatory  value: application/json

Aut hori zation | String | Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".
HTTP body defined in Developer portal.

Create a SEPA payment.



HTTP Request

POST https://api.xs2al{version}/paynents/sepa-credit-transfers
Aut hori zati on: Bearer _ACCESS TOKEN

Cont ent - Type: appl i cation/json

X- Request - | D: ed70e51a- d977- 4f 06- 9de8- 331a0eac12d3

{
"request edExecuti onDate": "2019-10-20",
"endToEndl dentification": "12345",
"instructedAmount": {
"currency": "EUR',
"amount": "123.50"
H
"debt or Account": {
"iban": "LT044010000100439350"
H
"creditorNane": "PSD2 Denp Creditor",
"creditorAccount": {
"iban": "LT377300012345678901"
b
"rem ttancel nformationUnstructured": "PSD2 Reason of paynent"
}

HTTP Response

Status: 201

Tr ansf er - Encodi ng: chunked

Connecti on: keep-alive

Dat e: Mon, 09 Sep 2019 07:38:03 GV
Cont ent - Type: appl i cation/json

{

"transactionStatus": "ACTC',

"paynent 1 d": "905562",

"transactionFees": {
"currency": "EUR',
"amount": "0"

h

"transactionFeel ndicator": false

The payment has been successfully created. Now it should be authorized by the PSU with SCA. Extract the "paynent | d" value for later
use.

SEPA payment authorization resource

Before a payment can be authorized by PSU with SCA, an authorization resource must be created for the payment. The following
endpoint must be invoked:

PCOST https://api.xs2al{version}/paynents/sepa-credit-transfers/{paynentld}/authorisations

HTTP Headers
Name Type Condition Description

X-Request-1D | String = Mandatory | ID of the request, unique to the call, as determined by the initiating party.

Authorization | String | Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

Create an authorization resource for the payment.



HTTP Request

POST https://api.xs2al{version}/paynents/sepa-credit-transfers/ 905562/ aut hori sati ons
Aut hori zati on: Bearer _ACCESS TOKEN
X- Request - | D: 776f 9342- 32ab- 406¢c- b966- 0OcOedbdf 40f 1

HTTP Response

Status: 201

Tr ansf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2019 07:38:09 GV
Cont ent - Type: appl i cation/json

{
"aut horisationld": "UQWNRI BFPAZHY98I TNWIQ67T5UJJM 0000016620",
"scaMet hods": [
{
"name": "Smart| D'
b
{
"nane": "Mobilel D
b
{
"nane": "Redirect”
}
1.
"_links": {
"scaStatus": {
"href": "/{version}/paynments/sepa-credit-transfers/ 905562/ aut hori sations
/ UQWNRI BFPAZHY98! TNWAQ67T5UJJM 0000016620
H
"sel ect Aut henti cati onMet hod": {
"href": "/{version}/payments/sepa-credit-transfers/ 905562/ aut hori sations
/ UQWRI BFPAZHY98I TNWAQE7T5UJJM 0000016620"
}
}
}

The authorization resource has been successfully created. The "scaMet hods" property provides a list of available SCA methods. Extract
the "aut hori sati onl d" value for later use.

Choose Redirect SCA method
In order to choose an SCA method, it is required to update the created authorization resource. The following endpoint must be invoked:

PUT https://api.xs2al{version}/paynents/sepa-credit-transfers/{paynentld}/authorisations/{authorisationld}

HTTP Headers
Name Type Condition Description

X-Request-1D | String | Mandatory | ID of the request, unique to the call, as determined by the initiating party.
Content-Type | String @ Mandatory | value: application/json
Aut hori zation | String | Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

HTTP body defined in Developer portal.

Choose an SCA Redirect method. This method will allow redirecting PSU to its ASPSP where he will be able to authorize the payment
with its preferred SCA.



HTTP Request

PUT https://api.xs2al{version}/paynents/sepa-credit-transfers/ 905562/ aut hori sati ons
/ UQWNRI BFPAZHY98I TNWAQE7T5UJJM 0000016620

Aut hori zati on: Bearer _ACCESS_TOKEN

Cont ent - Type: appl i cati on/j son

Dat e: Mon, 09 Sep 2019 05:38:15 GVI

X- Request - | D: b211b4bc- 4829- 40b4- 9a30- cea6742db479

{
"aut henti cati onMet hodl d": "Redirect"

}

HTTP Response

Status: 200

Tr ansf er - Encodi ng: chunked
Connection: keep-alive

Dat e: Mon, 09 Sep 2019 07:38:15 GVI
Cont ent - Type: appl i cation/json

{
"_links": {
"scaStatus": {
"href": "/{version}/paynments/sepa-credit-transfers/ 905562/ aut hori sations
/ UQWNRI BFPAZHY98! TNWAQB7T5UJJM 0000016620"
b
"scaRedirect": {
“href": "http://ib.xs2al/ib/sitel/psd2/1ogin?transactionldsString\u003d905562"
}
3
"scaStatus": "scaMethodSel ect ed"
}

An update has been successful, it returns JSON property "scaSt at us" with value "scaMet hodSel ect ed". The "scaRedi rect " property
provides an URL to an ASPSP's authorization interface. The "redi rect _uri " parameter must be appended to this URL in order the
ASPSP could redirect PSU back to TPP interface after PSU finishes authorization. Mandatory parameter "redi rect _uri _fail" must be
appended in order the ASPSP could redirect PSU to TPP interface after authorization fail. A complete URL with the appended
parameters could look like this:

http://ib.xs2alib/sitel psd2/1ogi n?transactionl dsStri ng=u003d905562&r edi rect _uri=http://tpp.conm users
/1&edirect _uri_fail=http://tpp. com users/1?fail =true

Now, PSU must be redirected to that URL to start a payment authorization. If confirmation is cancelled in the Internet bank page, the
authorization status becomes "f ai | ed". A new authorization resource must be created to complete the authorization.

SEPA payment authorization status

Once PSU has finished the authorization process, TPP can check the payment authorization status. The following endpoint must be
invoked:

GET https://api.xs2al/{version}/paynents/sepa-credit-transfers/{paynentld}/authorisations/{authorizationld}

HTTP Headers
Name Type Condition Description

X-Request-1D | String  Mandatory | ID of the request, unique to the call, as determined by the initiating party.

Authorization  String ' Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

Check the payment authorization status.



HTTP Request

CET https://api.xs2al/{version}/paynments/sepa-credit-transfers/ 905562/ aut hori sations
/ UQWNRI BFPAZHY98!1 TNWAQE7T5UJIM 0000016620

Aut hori zati on: Bearer _ACCESS_TOKEN

X- Request - | D: dca3dblc- d3eb- 42db- 91cf - 0383f 4c0ab63

HTTP Response

Status: 200

Tr ansf er - Encodi ng: chunked
Connection: keep-alive

Dat e: Mon, 09 Sep 2019 11:59:21 GVI
Cont ent - Type: appl i cation/json

{

"scaStatus": "finalised"

}

If "scaSt at us" property value is "fi nal i sed", then this authorization is finalised.

SEPA payment status
Now, the payment status can be verified to check if the payment got a final status. The following endpoint must be invoked:

CGET https://api.xs2al/{version}/paynents/sepa-credit-transfers/{paynentld}/status

HTTP Headers
Name Type Condition Description

X-Request-1D | String  Mandatory | ID of the request, unique to the call, as determined by the initiating party.

Authorization | String | Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

Check the payment status.

HTTP Request

GET https://api.xs2al/{version}/paynents/sepa-credit-transfers/ 905562/ status
Aut hori zati on: Bearer _ACCESS TOKEN
X- Request - | D: 67cebf a0- c775- 4079- b38d- 8e574555f 6d5

HTTP Response

Status: 200

Tr ansf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2019 11:59: 36 GVI
Cont ent - Type: application/json

{

"transactionStatus": "ACSC',
"fundsAvail abl e": fal se

If the "t ransacti onSt at us" property value is "ACSC", then the SEPA payment is completed.

Example of SEPA Instant payment



Create a SEPA Instant payment
A payment must be created with its details. The following endpoint must be invoked to create a SEPA Instant payment:

POST https://api.xs2al{version}/payments/instant-sepa-credit-transfers

HTTP Headers
Name Type Condition Description

X-Request-1D | String  Mandatory | ID of the request, unique to the call, as determined by the initiating party.
Content-Type | String @ Mandatory | value: application/json
Aut hori zation | String Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

HTTP body defined in Developer portal.

Create a SEPA Instant payment.

HTTP Request

POST https://api.xs2al/{version}/paynents/instant-sepa-credit-transfers
Aut hori zati on: Bearer _ACCESS_TOKEN

Cont ent - Type: appl i cation/json

X- Request - | D: ed70e51a- d977- 4f 06- 9de8- 331aleac12d3

{
"request edExecuti onDate": "2019-10-20",
"endToEndl dentification": "12346",
"instructedAmount": {
"currency": "EUR',
"amunt": "123. 50"
3
"debt or Account": {
"iban": "LT044010000100439350"
b
"creditorName": "PSD2 Denp Creditor",
"creditorAccount": {
"iban": "LT377300012345678901"
o
"rem ttancel nformationUnstructured”: "PSD2 Reason of paynment"
}

HTTP Response

Status: 201

Transf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2019 07:38:03 GMI
Cont ent - Type: appl i cation/json

{

"transactionStatus": "ACTC',

"paynent 1 d": "905563",

"transacti onFees": {
"currency": "EUR',
"amount": "0"

H

"transactionFeel ndicator": false

The payment has been successfully created. Now, it should be authorized by PSU with SCA. Extract the "paynment | d" value for later use.

SEPA Instant payment verifications



The following verifications will be performed on SEPA Instant payment creation:

® parameter r equest edExecut i onDat e must be equal to the payment service call date;
® the value of parameter anount is checked against the maximum allowed SEPA Instant payment amount;
® the creditor bank must be an active participant of SEPA INST.

SEPA Instant payment authorization resource

Before a payment can be authorized by PSU with SCA, an authorization resource must be created for the payment. The following
endpoint must be invoked:

POST https://api.xs2al{version}/paynents/instant-sepa-credit-transfers/{paynentld}/authorisations

HTTP Headers
Name Type Condition Description

X-Request-1D | String  Mandatory | ID of the request, unique to the call, as determined by the initiating party.

Authori zation ' String  Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

Create an authorization resource for the payment.

HTTP Request

POST https://api.xs2al{version}/paynents/instant-sepa-credit-transfers/ 905563/ authorisations
Aut hori zati on: Bearer _ACCESS TOKEN
X- Request - | D: 776f 9342- 32ab- 406¢c- b966- 0OcOedbdf 40f 1

HTTP Response

Status: 201

Transf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2019 07:38:09 GV
Cont ent - Type: appl i cation/json

{
"aut horisationld": "UQWNRI BFPAZHY98I TNWIQ67T5UJJM 0000016622",
"scaMet hods": [
{
"name": "Smart| D'
b
{
"nane": "Mobilel D
b
{
"nane": "Redirect”
}
1.
"_links": {
"scaStatus": {
"href": "/{version}/paynments/instant-sepa-credit-transfers/ 905563/ authorisations
/ UQWNRI BFPAZHY98! TNWAQ67T5UJJM 0000016622"
I
"sel ect Aut henti cati onMet hod": {
“href": "/{version}/payments/instant-sepa-credit-transfers/ 905563/ authorisations
/ UQWRI BFPAZHY98I TNWIQE7T5UJJM 0000016622
}
}
}

The authorization resource has been successfully created. The "scaMet hods" property provides a list of available SCA methods. Extract
the "aut hori sati onl d" value for later use.



Choose Redirect SCA method
In order to choose an SCA method, we must update the created authorization resource. The following endpoint must be invoked:

PUT https://api.xs2al/{version}/paynents/instant-sepa-credit-transfers/{paynmentld}/authorisations/{authorisationld}

HTTP Headers
Name Type Condition Description

X-Request-1D  String Mandatory ID of the request, unique to the call, as determined by the initiating party.
Cont ent - Type String Mandatory value: application/json
Aut hori zation | String Mandatory The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

HTTP body defined in Developer portal.

Choose an SCA Redirect method. This method will allow redirecting PSU to its ASPSP where he will be able to authorize the payment
with its preferred SCA.

HTTP Request

PUT https://api.xs2al/{version}/paynents/instant-sepa-credit-transfers/905563/authorisations
/ UQWNRI BFPAZHY98! TNWAQG7T5UJJM 0000016622

Aut hori zati on: Bearer _ACCESS TOKEN

Cont ent - Type: appl i cation/json

Dat e: Mon, 09 Sep 2019 05:38:15 GVl

X- Request - | D: b211b4bc- 4829- 40b4- 9a30- cea6742db479

{
"aut henti cati onMet hodl d": "Redirect"

}

HTTP Response

Status: 200

Tr ansf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2019 07:38:15 GV
Cont ent - Type: application/json

{
"_links": {
"scaStatus": {
“href": "/{version}/payments/instant-sepa-credit-transfers/ 905563/ authorisations
/ UQWNRI BFPAZHY98! TNWAQ67T5UJJM 0000016622"
},
"scaRedirect": {
"href": "http://ib.xs2a/ib/sitel/psd2/1ogin?transactionldsString\u003d905563"
}
},
"scaStatus": "scaMethodSel ect ed"
}

An update has been successful, it returns JSON property "scaSt at us" with value "scaMet hodSel ect ed". The "scaRedi rect " property
provides an URL to an ASPSP's authorization interface. The "redi rect _uri " parameter must be appended to this URL in order the
ASPSP could redirect PSU back to TPP interface after PSU finishes authorization. Mandatory parameter "redi rect _uri _fail " must be
appended in order the ASPSP could redirect PSU to TPP interface after authorization fail. A complete URL with the appended
parameters could look like this:

http://ib.xs2alib/sitel/ psd2/1ogi n?transacti onl dsStri ng=u003d905563&r edirect _uri=http://tpp.com users
/1& edirect _uri_fail=http://tpp.com users/1?fail=true

Now, PSU must be redirected to that URL to start a payment authorization. If confirmation is cancelled in the Internet bank page, the
authorization status becomes "f ai | ed". A new authorization resource must be created to complete the authorization.



SEPA Instant payment authorization status

Once PSU has finished an authorization process, TPP can check the payment authorization status. The following endpoint must be
invoked:

GET https://api.xs2al/{version}/paynents/instant-sepa-credit-transfers/{paynmentld}/authorisations/{authorizationld}

HTTP Headers
Name Type Condition Description

X-Request-1D | String Mandatory ID of the request, unique to the call, as determined by the initiating party.

Aut hori zation | String Mandatory The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

Check the payment authorization status.

HTTP Request

CET https://api.xs2al/{version}/paynents/instant-sepa-credit-transfers/ 905563/ authorisations
/ UQWNRI BFPAZHY981 TNWA(QBG7T5UJJM 0000016622

Aut hori zati on: Bearer _ACCESS TOKEN

X- Request - | D: dca3dblc- d3eb- 42db- 91cf - 0383f 4c0ab63

HTTP Response

Status: 200

Tr ansf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2019 11:59:21 GV
Cont ent - Type: appl i cation/json

{

"scaStatus": "finalised"

}

If "scaSt at us" property value is "fi nal i sed", then this authorization is finalised.

SEPA Instant payment status

Now, the payment status can be verified to check if the payment got a final status. The following endpoint must be invoked:

GET https://api.xs2al{version}/paynments/instant-sepa-credit-transfers/{paynentld}/status

HTTP Headers
Name Type Condition Description

X-Request-1D | String @ Mandatory | ID of the request, unique to the call, as determined by the initiating party.

Authori zation  String ' Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

Check the payment status.

HTTP Request

CET https://api.xs2al/{version}/paynments/instant-sepa-credit-transfers/ 905563/ status
Aut hori zati on: Bearer _ACCESS TOKEN
X- Request - | D: 67cebf a0- c775- 4079- b38d- 8e574555f 6d5

If the "t ransacti onSt at us" property value is "ACCC", then the SEPA Instant payment is completed.



HTTP Response

Status: 200

Tr ansf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2019 11:59:36 GMr
Cont ent - Type: appl i cation/json

{

"transactionStatus": "ACCC',
"fundsAvai |l abl e": fal se

If the "t ransacti onSt at us" property value is "ACCC", then the SEPA Instant payment is completed.

If a SEPA Instant payment could not be completed because of insufficient funds, the "t ransacti onSt at us" property value is "RICT"
and the error message is returned.

HTTP Response

Status: 200

Tr ansf er - Encodi ng: chunked
Connection: keep-alive

Dat e: Mon, 29 Sep 2024 11:50: 30 GV
Cont ent - Type: appl i cation/json

{
"transactionStatus": "RICT",
"t ppMessages": [
{
"category": "ERRCR',
"code": "FUNDS_NOT_AVAI LABLE",
"text": "The paynment could not be conpl eted because of insufficient funds."
}
]
}

If a SEPA Instant payment is not possible, the "t ransact i onSt at us" property value is "RICT" and the error message is returned.

HTTP Response

Status: 200

Tr ansf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 29 Sep 2024 11:55:40 GVIT
Cont ent - Type: appl i cation/json

{
"transactionStatus": "RICT",
"t ppMessages": [
{
"category": "ERROR',
"code": "SEPA | NSTANT_NOT_PCSSI BLE",
"text": "We recommend initiating a SEPA credit transfer."
}
]
}

Example of International payment

Create an International payment

A payment must be created with its details. The following endpoint must be invoked to create an International payment:



POST
https://api.xs2al/{version}/paynents/cross-border-credit-transfers

HTTP Headers
Name Type Condition Description

X-Request-1D | String  Mandatory | ID of the request, unique to the call, as determined by the initiating party.
Content-Type | String @ Mandatory  value: application/json
Authori zation | String ' Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

HTTP body defined in Developer portal.

Create an International payment.

HTTP Request

POST https://api.xs2al{version}/paynents/cross-border-credit-transfers
Aut hori zati on: Bearer _ACCESS_TOKEN

Cont ent - Type: appl i cation/json

X- Request - | D: ed70e51a- d977- 4f 06- 9de8- 331aleac12d3

{
"request edExecuti onDate": "2019-10-20",

"endToEndl dentification": "12345",
"debt or Account": {

"iban": "LT044010000100439350"
H
"creditorNanme": "PSD2 Denp Creditor",
"creditorAccount": {

"iban": "LV377300012345678901"
H
"instructedAmount": {

"anmount": 123. 50,

"currency": "EUR'
H
"rem ttancel nformationUnstructured": "PSD2 Reason of paynent",
"priority": "H GH',
"chargeBearer": "SHAR',
"benBankNane": "benBankNane",
"benBankAddress": {

"street": "street",

"bui I di ngNunber": "bui | di ngNunber ",

"t ownNane": "townNane",

"post Code": "post Code",

"country": "LV'
3
"benBankCodeType": "SWFT",
"benBankCodeSwi ft": "benBankCodeSwi ft",
"docunent Nunmber": "document Nurmber ",
"sendDebt or Address": "TRUE",
"sendDebt or Code": "TRUE",
"creditor Address": {

"street": "street",

"bui I di ngNunber": "bui | di ngNunber ",

"t ownNane": "townNane",

"post Code": "post Code",

"country": "LV'



HTTP Response

Status: 201

Tr ansf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2019 07:38:03 GMI
Cont ent - Type: appl i cation/json

{

"transactionStatus": "ACTC',

"paynent | d": "905564",

"transactionFees": {
"currency": "EUR',
"amount": "0"

b

"transactionFeel ndicator": fal se

The payment has been successfully created. Now it should be authorized by PSU with SCA. Extract the "paynent | d" value for later use.

International payment authorization resource

Before a payment can be authorized by PSU with SCA, an authorization resource must be created for the payment. The following
endpoint must be invoked:

POST
https://api.xs2al/{version}/paynments/cross-border-credit-transfers/{paynentld}/authorisations

HTTP Headers
Name Type Condition Description

X-Request-1D | String  Mandatory | ID of the request, unique to the call, as determined by the initiating party.

Authorization  String ' Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

Create an authorization resource for the payment.

HTTP Request

POST https://api.xs2al{version}/paynents/cross-border-credit-transfers/ 905564/ authorisations
Aut hori zati on: Bearer _ACCESS_TOKEN
X- Request - | D: 776f 9342- 32ab- 406c- b966- 0cOedbdf 40f 1



HTTP Response

Status: 201
Tr ansf er - Encodi ng: chunked
Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2019 07:38:09 GMI

Cont ent - Type: appl i cation/json

{

"aut horisationld": "UQWNRI BFPAZHY98! TNWAQ67T5UJJM 0000016621",

"scaMet hods": [

{
"name": "Smartl| D'
}
{
"name": "Mbbilel D'
.
{
"name": "Redirect"
}
1,
"_links": {

"scaStatus": {

"href": "/{version}/paynments/cross-border-credit-transfers/ 905564/ authori sations
/ UQWNRI BFPAZHY981 TNWAQB7T5UJJM 0000016621"

b

"sel ect Aut henti cati onMet hod": {
"“href": "/{version}/payments/cross-border-credit-transfers/ 905564/ authorisations
/ UQWNRI BFPAZHY98I TNWAQ67T5UJJM 0000016621"

}
}
}

The authorization resource has been successfully created. The "scaMet hods" property provides a list of available SCA methods. Extract
the "aut hori sati onl d" value for later use.

Choose Redirect SCA method

In order to choose an SCA method, it is required to update the created authorization resource. The following endpoint must be invoked:

PUT

https://api.xs2al/{version}/paynents/cross-border-credit-transfers/{paynentld}/authorisations/{authorisationld}

HTTP Headers
Name Type Condition

X- Request-1D String Mandatory
Cont ent - Type String Mandatory

Aut hori zation | String | Mandatory

HTTP body defined in Developer portal.

Description

ID of the request, unique to the call, as determined by the initiating party.

value: application/json

The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

Choose an SCA Redirect method. This method will allow redirecting PSU to its ASPSP where he will be able to authorize the payment

with its preferred SCA.



HTTP Request

PUT https://api.xs2al/{version}/paynents/cross-border-credit-transfers/905564/authorisations
/ UQWNRI BFPAZHY98I TNWAIQE7T5UJJM 0000016621

Aut hori zati on: Bearer _ACCESS_TOKEN

Cont ent - Type: appl i cati on/j son

Dat e: Mon, 09 Sep 2019 05:38:15 GVI

X- Request - | D: b211b4bc- 4829- 40b4- 9a30- cea6742db479

{
"aut henti cati onMet hodl d": "Redirect"

}

HTTP Response

Status: 200

Tr ansf er - Encodi ng: chunked
Connection: keep-alive

Dat e: Mon, 09 Sep 2019 07:38:15 GVI
Cont ent - Type: appl i cation/json

{
"_links": {
"scaStatus": {
"href": "/{version}/paynments/cross-border-credit-transfers/ 905564/ authori sations
/ UQWNRI BFPAZHY981 TNWAQG7T5UJJM 0000016621"
b
"scaRedirect": {
“href": "http://ib.xs2al/ib/sitel/psd2/1ogin?transactionldsString\u003d905564"
}
3
"scaStatus": "scaMethodSel ect ed"
}

An update has been successful, it returns JSON property "scaSt at us" with value "scaMet hodSel ect ed". The "scaRedi rect " property
provides an URL to an ASPSP's authorization interface. The "redi rect _uri " parameter must be appended to this URL in order the
ASPSP could redirect PSU back to TPP interface after PSU finishes authorization. Mandatory parameter "redi rect _uri _fail" must be
appended in order the ASPSP could redirect PSU to TPP interface after authorization fail. A complete URL with the appended
parameters could look like this:

http://ib.xs2alib/sitel psd2/1ogi n?transactionl dsStri ng=u003d905564&r edi rect_uri=http://tpp.
com users/1& edirect _uri_fail=http://tpp.con users/1?fail =true

Now, PSU must be redirected to that URL to start a payment authorization. If confirmation is cancelled in the Internet bank page, the
authorization status becomes "f ai | ed". A new authorization resource must be created to complete the authorization.

International payment authorization status

Once PSU has finished the authorization process, TPP can check the payment authorization status. The following endpoint must be
invoked:

GET
https://api.xs2al/{version}/paynents/cross-border-credit-transfers/{paynmentl|d}/authorisations/{authorizationld}

HTTP Headers
Name Type Condition Description

X-Request-1D ' String | Mandatory | ID of the request, unique to the call, as determined by the initiating party.

Authori zation | String | Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

Check the payment authorization status.



HTTP Request

CET https://api.xs2al/{version}/paynments/cross-border-credit-transfers/ 905564/ aut hori sati ons
/ UQWNRI BFPAZHY981 TNWAQE7T5UJIM 0000016621

Aut hori zati on: Bearer _ACCESS_TOKEN

X- Request - | D: dca3dblc- d3eb- 42db- 91cf - 0383f 4c0ab63

HTTP Response

Status: 200

Tr ansf er - Encodi ng: chunked
Connection: keep-alive

Dat e: Mon, 09 Sep 2019 11:59:21 GVI
Cont ent - Type: appl i cation/json

{

"scaStatus": "finalised"

}

If "scaSt at us" property value is "fi nal i sed", then this authorization is finalised.
International payment status
Now, the payment status can be verified to check if the payment got a final status. The following endpoint must be invoked:

GET
https://api.xs2al{version}/paynents/cross-border-credit-transfers/{paynmentld}/status

HTTP Headers
Name Type Condition Description

X-Request-1D | String  Mandatory | ID of the request, unique to the call, as determined by the initiating party.

Authorization | String | Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

Check the payment status.

HTTP Request

GET https://api.xs2al/{version}/paynents/cross-border-credit-transfers/ 905564/ st at us
Aut hori zati on: Bearer _ACCESS TOKEN
X- Request - | D: 67cebf a0- c775- 4079- b38d- 8e574555f 6d5

HTTP Response

Status: 200

Transf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2019 11:59: 36 GVl
Cont ent - Type: appl i cation/json

{

"transactionStatus": "ACSC',
"fundsAvai |l abl e": fal se

If the "t ransacti onSt at us" property value is "ACSC", then the International payment is completed.

Example of Periodic payment



Create a Periodic payment

A payment must be created with its details. Periodic payment with daily periodicity can be created after one day from current date.
Periodic payment with Weekly, Monthly or Annually periodicity can be created after three days from current date. The following
endpoint must be invoked to create a Periodic payment:

POST
https://api.xs2al{version}/periodic-paynments/sepa-credit-transfers

HTTP Headers
Name Type Condition Description

X-Request-1D | String  Mandatory | ID of the request, unique to the call, as determined by the initiating party.

Content-Type | String | Mandatory  value: application/json

Authorization | String | Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

HTTP body defined in Developer portal.

Create a Periodic payment.

HTTP Request

POST https://api.xs2al{version}/periodic-paynents/sepa-credit-transfers
Aut hori zati on: Bearer _ACCESS_TOKEN

Cont ent - Type: appl i cation/json

X- Request - | D: ed70e51a- d977- 4f 06- 9de8- 331aleac12d3

{
"endToEndl dentification": "12345",

"debt or Account": {

"iban": "LT044010000100439350"
o
"instructedAmount": {

"amount": 123. 50,

"currency": "EUR'
},
"creditorAccount": {

"iban": "LT377300012345678901"
}
"creditorAgent": "creditorAgent",
"creditorNanme": "creditorNane",
"creditorAddress": {

"street": "street",

"bui I di ngNunber": "bui | di ngNunber ",

"city": "city",

"post al Code": "postal Code",

"country": "LT"
o
"rem ttancel nformationUnstructured": "PSD2 Reason of paynent",
"startDate": "2019-10-21",
"endDat e": "2019-12-30",
"executionRule": "follow ng",
"frequency": "Daily"



HTTP Response

Status: 201

Tr ansf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2019 07:38:03 GMI
Cont ent - Type: appl i cation/json

{

"transactionStatus": "ACTC',

"paynent I d": "905565",

"transactionFees": {
"currency": "EUR',
"amount": "0"

b

"transactionFeel ndicator": fal se

The payment has been successfully created. Now, it should be authorized by PSU with SCA. Extract the "paynment | d" value for later use.

Periodic payment authorization resource

Before a payment can be authorized by PSU with SCA, an authorization resource must be created for the payment. The following
endpoint must be invoked:

POST
https://api.xs2al/{version}/periodi c-paynents/sepa-credit-transfers/{paynentld}/authorisations

HTTP Headers
Name Type Condition Description

X-Request-1D | String  Mandatory | ID of the request, unique to the call, as determined by the initiating party.

Authorization  String ' Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

Create an authorization resource for the payment.

HTTP Request

POST https://api.xs2al{version}/periodic-paynents/sepa-credit-transfers/ 905565/ aut hori sati ons
Aut hori zati on: Bearer _ACCESS_TOKEN
X- Request - | D: 776f 9342- 32ab- 406c- b966- 0cOedbdf 40f 1



HTTP Response

Status: 201
Tr ansf er - Encodi ng: chunked
Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2019 07:38:09 GMI

Cont ent - Type: appl i cation/json

{

"aut horisationld": "UQWNRI BFPAZHY98! TNWAQ67T5UJJM 0000016623",

"scaMet hods": [

{
"name": "Smartl| D'
}
{
"name": "Mbbilel D'
.
{
"name": "Redirect"
}
1,
"_links": {

"scaStatus": {

"href": "/{version}/periodic-paynents/sepa-credit-transfers/ 905565/ aut hori sati ons
/ UQWNRI BFPAZHY98! TNWAQE7T5UJJM 0000016623"

b

"sel ect Aut henti cati onMet hod": {
“href": "/{version}/periodic-paynents/sepa-credit-transfers/ 905565/ aut hori sations
/ UQWNRI BFPAZHY98I TNWAQ67T5UJJM 0000016623"

}
}
}

The authorization resource has been successfully created. The "scaMet hods" property provides a list of available SCA methods. Extract
the "aut hori sati onl d" value for later use.

Choose Redirect SCA method

In order to choose an SCA method, it is required to update the created authorization resource. The following endpoint must be invoked:

PUT

https://api.xs2al/{version}/periodi c-paynents/sepa-credit-transfers/{paynentld}/authorisations/{authorisationld}

HTTP Headers
Name Type Condition

X- Request-1D String Mandatory
Cont ent - Type String Mandatory

Authori zation | String | Mandatory

HTTP body defined in Developer portal.

Description

ID of the request, unique to the call, as determined by the initiating party.

value: application/json

The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

Choose an SCA Redirect method. This method will allow redirecting PSU to its ASPSP, where he will be able to authorize the payment

with its preferred SCA.



HTTP Request

PUT https://api.xs2al{version}/periodic-paynments/sepa-credit-transfers/ 905565/ aut horisations
/ UQWNRI BFPAZHY98I TNWAQ7T5UJJM 0000016623

Aut hori zati on: Bearer _ACCESS_TOKEN

Cont ent - Type: appl i cati on/j son

Dat e: Mon, 09 Sep 2019 05:38:15 GVI

X- Request - | D: b211b4bc- 4829- 40b4- 9a30- cea6742db479

{
"aut henti cati onMet hodl d": "Redirect"

}

HTTP Response

Status: 200

Tr ansf er - Encodi ng: chunked
Connection: keep-alive

Dat e: Mon, 09 Sep 2019 07:38:15 GVI
Cont ent - Type: appl i cation/json

{
"_links": {
"scaStatus": {
"href": "/{version}/periodic-paynents/sepa-credit-transfers/ 905565/ aut hori sati ons
/ UQWNRI BFPAZHY98! TNWAQB7T5UJJM 0000016623"
b
"scaRedirect": {
“href": "http://ib.xs2al/ib/sitel/psd2/1ogi n?transactionldsString\u003d905565"
}
3
"scaStatus": "scaMethodSel ect ed"
}

An update has been successful, it returns JSON property "scaSt at us" with value "scaMet hodSel ect ed". The "scaRedi rect " property
provides an URL to an ASPSP's authorization interface. The "redi rect _uri " parameter must be appended to this URL in order the
ASPSP could redirect PSU back to TPP interface after PSU finishes authorization. Mandatory parameter "redi rect _uri _fail" must be
appended in order the ASPSP could redirect PSU to TPP interface after authorization fail. A complete URL with the appended
parameters could look like this:

http://ib.xs2alib/sitel psd2/1ogi n?transactionl dsStri ng=u003d905565&r edi rect _uri=http://tpp.
com users/1& edirect _uri_fail=http://tpp.con users/1?fail =true

Now, PSU must be redirected to that URL to start a payment authorization. If confirmation is cancelled in the Internet bank page, the
authorization status becomes "f ai | ed". A new authorization resource must be created to complete the authorization.

Periodic payment authorization status

Once PSU has finished the authorization process, TPP can check the payment authorization status. The following endpoint must be
invoked:

GET
https://api.xs2al{version}/periodic-payments/sepa-credit-transfers/{paynmentl|d}/authorisations/{authorizationld}

HTTP Headers
Name Type Condition Description

X-Request-1D | String  Mandatory | ID of the request, unique to the call, as determined by the initiating party.

Authorization ' String  Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

Check the payment authorization status.



HTTP Request

CET https://api.xs2al/{version}/periodic-paynents/sepa-credit-transfers/ 905565/ aut hori sati ons
/ UQWNRI BFPAZHY981 TNWAQE7T5UJIM 0000016623

Aut hori zati on: Bearer _ACCESS_TOKEN

X- Request - | D: dca3dblc- d3eb- 42db- 91cf - 0383f 4c0ab63

HTTP Response

Status: 200

Tr ansf er - Encodi ng: chunked
Connection: keep-alive

Dat e: Mon, 09 Sep 2019 11:59:21 GVI
Cont ent - Type: appl i cation/json

{

"scaStatus": "finalised"

}

If "scaSt at us" property value is "fi nal i sed", then this authorization is finalised.

Periodic payment status

Now, the payment status can be verified to check if the payment got a final status. The following endpoint must be invoked:

GET
https://api.xs2al{version}/periodic-paynments/sepa-credit-transfers/{paynmentld}/status

HTTP Headers
Name Type Condition Description

X-Request-1D | String  Mandatory | ID of the request, unique to the call, as determined by the initiating party.

Authorization | String | Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

Check the payment status.

HTTP Request

GET https://api.xs2al/{version}/periodic-paynents/sepa-credit-transfers/ 905565/ st at us
Aut hori zati on: Bearer _ACCESS TOKEN
X- Request - | D: 67cebf a0- c775- 4079- b38d- 8e574555f 6d5

HTTP Response

Status: 200

Transf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2019 11:59: 36 GVl
Cont ent - Type: appl i cation/json

{

"transactionStatus": "ACSC',
"fundsAvai |l abl e": fal se

Periodic payment status "transacti onSt at us" property value is " ACCP" until first transaction is made. Earliest date for first
transaction is second day after periodic payment creation. If the "t ransacti onSt at us" property value is "ACSC", then the Periodic
payment contract is successfully created.



Example of Bulk payment

Only SEPA payments or only International payments can be created inside one Bulk payment. They cannot be mixed.

Create a Bulk SEPA payment

A payment must be created with its details. The following endpoint must be invoked to create a Bulk payment:

POST
https://api.xs2al/{version}/bul k- paynents/sepa-credit-transfers

HTTP Headers
Name Type Condition Description

X-Request-1D | String  Mandatory | ID of the request, unique to the call, as determined by the initiating party.

Content-Type | String @ Mandatory | value: application/json

Authori zation  String ' Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

HTTP body defined in Developer portal.

Create a Bulk payment.

HTTP Request

POST https://api.xs2al{version}/bul k- payment s/ sepa-credit-transfers
Aut hori zati on: Bearer _ACCESS TOKEN

Cont ent - Type: appl i cation/json

X- Request - | D: ed70e51a- d977- 4f 06- 9de8- 331aleac12d3

{

"debt or Account": {
"i ban": "LT044010000100439350"
},
"request edExecuti onDate": "2019-10-20",
"paynents": [
{
"creditorAccount": {
"iban": "LT377300012345678901"
1,
"creditorNane": "PSD2 Denp Creditor",
"instructedAmount": {
"amount": "123.50",
"currency": "EUR'

h

"rem ttancel nformationUnstructured”: "PSD2 Reason of paynment"



HTTP Response

Status: 201

Tr ansf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2019 07:38:03 GMI
Cont ent - Type: appl i cation/json

{

"transactionStatus": "PDNG',

"paynent I d": "905566",

"transactionFees": {
"currency": "EUR',
"amount": "0"

b

"transactionFeel ndicator": fal se

Bulk payment authorization resource

Before a payment can be authorized by PSU with SCA, an authorization resource must be created for the payment. The following
endpoint must be invoked:

POST
https://api.xs2al{version}/bul k- paynent s/ sepa-credit-transfers/{paynent|d}/authorisations

HTTP Headers
Name Type Condition Description
X-Request-1D | String @ Mandatory | ID of the request, unique to the call, as determined by the initiating party.

Authori zation ' String  Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

Create an authorization resource for the payment.

HTTP Request

POST https://api.xs2al{version}/bul k- payment s/ sepa-credit-transfers/905566/ aut hori sations
Aut hori zati on: Bearer _ACCESS TOKEN
X- Request - | D: 776f 9342- 32ab- 406¢c- b966- 0OcOedbdf 40f 1



HTTP Response

Status: 201

Tr ansf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2019 07:38:09 GMI
Cont ent - Type: appl i cation/json

{
"aut horisationld": "UQWNRI BFPAZHY98I TNWAQ67T5UJJM 0000016624",
"scaMet hods": [
{
"name": "Smartl D'
I
{
"nane": "Mobilel D
I
{
"nane": "Redirect”
}
1,
"_links": {
"scaStatus": {
"href": "/{version}/bul k- payment s/ sepa-credit-transfers/ 905566/ aut hori sations
/ UQWRI BFPAZHY98I TNWAQE7T5UJJM 0000016624"
}
"sel ect Aut henti cati onMet hod": {
"href": "/{version}/bul k- paynent s/ sepa-credit-transfers/ 905566/ aut hori sati ons
/ UQWRI BFPAZHY98I TNWAQB7T5UJJM 0000016624"
}
}
}

The authorization resource has been successfully created. The "scaMet hods" property provides a list of available SCA methods. Extract
the "aut hori sati onl d" value for later use.

Choose Redirect SCA method
In order to choose an SCA method, it is required to update the created authorization resource. The following endpoint must be invoked:

PUT
https://api.xs2al/{version}/bul k- payment s/ sepa-credit-transfers/{paynentld}/authorisations/{authorisationld}

HTTP Headers
Name Type Condition Description

X-Request-1D | String = Mandatory | ID of the request, unique to the call, as determined by the initiating party.
Content-Type | String @ Mandatory  value: application/json
Authori zation | String | Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

HTTP body defined in Developer portal.

Choose an SCA Redirect method. This method will allow redirecting PSU to its ASPSP where he will be able to authorize the payment
with its preferred SCA.



HTTP Request

PUT https://api.xs2al/{version}/bul k- paynment s/ sepa-credit-transfers/ 905565/ aut hori sations
/ UQWRI BFPAZHY98I TNWAIQE7T5UJJM 0000016624

Aut hori zati on: Bearer _ACCESS_TOKEN

Cont ent - Type: appl i cati on/j son

Dat e: Mon, 09 Sep 2019 05:38:15 GVI

X- Request - | D: b211b4bc- 4829- 40b4- 9a30- cea6742db479

{

"aut henti cati onMet hodl d": "Redirect"
}
Status: 200

Transf er - Encodi ng: chunked
Connection: keep-alive

Dat e: Mon, 09 Sep 2019 07:38:15 GV
Cont ent - Type: appl i cation/json

{
"_links": {
"scaStatus": {
"href": "/{version}/bul k- payment s/ sepa-credit-transfers/ 905566/ aut hori sations
/ UQWRI BFPAZHY98I TNWAQE7T5UJJM 0000016624"
}
"scaRedirect": {
“href": "http://ib.xs2al/ib/site/psd2/1ogin?transactionldsString\u003d905566"
}
o
"scaStatus": "scaMethodSel ect ed"
}

An update has been successful, it returns JSON property "scaSt at us" with value "scaMet hodSel ect ed". The "scaRedi r ect " property
provides an URL to an ASPSP's authorization interface. The "redi rect _uri " parameter must be appended to this URL in order the
ASPSP could redirect PSU back to TPP interface after PSU finishes authorization. Mandatory parameter "redi rect _uri _fail" must be
appended in order the ASPSP could redirect PSU to TPP interface after authorization fail. A complete URL with the appended
parameters could look like this:

http://ib.xs2alib/sitel psd2/logi n?transactionl dsStri ng=u003d905566&r edi rect _uri=http://tpp.
conmfusers/1& edirect _uri_fail=http://tpp.conusers/1?fail =true

Now, PSU must be redirected to that URL to start a payment authorization. If confirmation is cancelled in the Internet bank page, the
authorization status becomes "f ai | ed". A new authorization resource must be created to complete the authorization.

Bulk payment authorization status

Once PSU has finished the authorization process, TPP can check the payment authorization status. The following endpoint must be
invoked:

GET
https://api.xs2al{version}/bul k- paynent s/ sepa-credit-transfers/{paynent|d}/authorisations/{authorizationld}

HTTP Headers
Name Type Condition Description

X-Request-1D | String ' Mandatory | ID of the request, unique to the call, as determined by the initiating party.

Authori zation ' String  Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

Check the payment authorization status.



HTTP Request

CET https://api.xs2al/{version}/bul k- paynment s/ sepa-credit-transfers/ 905565/ aut hori sations
/ UQWNRI BFPAZHY981 TNWAQE7T5UJIM 0000016624

Aut hori zati on: Bearer _ACCESS_TOKEN

X- Request - | D: dca3dblc- d3eb- 42db- 91cf - 0383f 4c0ab63

HTTP Response

Status: 200

Tr ansf er - Encodi ng: chunked
Connection: keep-alive

Dat e: Mon, 09 Sep 2019 11:59:21 GVI
Cont ent - Type: appl i cation/json

{

"scaStatus": "finalised"

}

If "scaSt at us" property value is "fi nal i sed", then this authorization is finalised.

Bulk payment status

Now, the payment status can be verified to check if the payment got a final status. The following endpoint must be invoked:

GET
https://api.xs2al{version}/bul k- paynent s/ sepa-credit-transfers/{paynentld}/status

HTTP Headers
Name Type Condition Description

X-Request-1D | String  Mandatory | ID of the request, unique to the call, as determined by the initiating party.

Authorization | String | Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

Check the payment status.

HTTP Request

GET https://api.xs2al/{version}/bul k- paynment s/ sepa-credit-transfers/ 905565/ st at us
Aut hori zati on: Bearer _ACCESS TOKEN
X- Request - | D: 67cebf a0- c775- 4079- b38d- 8e574555f 6d5

HTTP Response

Status: 200

Transf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2019 11:59: 36 GVl
Cont ent - Type: appl i cation/json

{

"transactionStatus": "ACSC',
"fundsAvai |l abl e": fal se

If the "transactionStatus" property value is "ACSC", then the Bulk payment is completed.

Bulk International payment flow is the same as Bulk SEPA payment flow, only {paynent - pr oduct } part in endpoints "sepa-credit -
transf ers" should be replaced with "cross-border-credit-transfers".



Payment cancelation
To cancel created payment, the following endpoint must be invoked:

DELETE
https://api.xs2al{version}/{paynent-service}/{paynent-product}/{paynent!d}

HTTP Headers
Name Type Condition Description
X-Request-1D | String ' Mandatory | ID of the request, unique to the call, as determined by the initiating party.

Authorization | String | Mandatory | The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

SEPA Instant payments cannot be cancelled.
If payment can be cancelled, "CANC" status will be returned.
If payment cannot be cancelled, an error will be returned.

In order to cancel Periodic payment, authorization by PSU with SCA is needed.

Example of SEPA payment cancellation

Cancel a SEPA payment:

HTTP Request

DELETE https://api.xs2al/{version}/paynments/sepa-credit-transfers/ 905562
Aut hori zati on: Bearer _ACCESS TOKEN

Cont ent - Type: application/json

X- Request - | D: ed70e51a- d977- 4f 06- 9de8- 331aleac12d3

HTTP Response

Status: 200

Tr ansf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2019 07:38:03 GMI
Cont ent - Type: appl i cation/json

{

"transactionStatus": "CANC'

}

The payment has been successfully cancelled.

Example of Periodic payment cancellation

Cancel a Periodic payment:

HTTP Request

DELETE https://api.xs2al/{version}/periodic-paynments/sepa-credit-transfers/ 905565
Aut hori zati on: Bearer _ACCESS TOKEN

Cont ent - Type: appl i cation/json

X- Request - | D: ed70e51a- d977- 4f 06- 9de8- 331aleac12d3



HTTP Response

Status: 202

Tr ansf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2019 07:38:03 GMI
Cont ent - Type: appl i cation/json

{
"transactionStatus": "ACCP",
"_links": {
"startAut horisation": {
"href": "/{version}/periodic-paynents/sepa-credit-transfers/ 905565/ cancel | ati on-aut hori sati ons"
}
}
}

If cancellation is possible, a link to create authorization resource is returned. The cancellation authorization flow with authorization
resource is the same as in payments flow.

Future dated payments
Future-dated payments can be created.

To create a payment in future, in a SEPA payment service, JSON parameter "r equest edExecut i onDat e" should be provided with
some date in future.

Parameter "r equest edExecut i onDat e" is checked against the maximum allowed days in future for future-dated payments.

Countersigning

If countersigning is needed to completely authorize a payment, after first SCA, payment status becomes "PATC". The following
authorizations are performed in Internet bank. TPP should check payment status until status becomes final: "ACCC" for SEPA Instant
payments, "ACSC" for other payments.

Here is simplified countersigning flow:
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Debtor account

In all payments, except BULK payments, a Debtor account could not be provided in a payment creation service call. In this case only
Redirect SCA approach is available. Debtor account is selected by customer in the Internet bank.

Payment status flow
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Payment states description:

PDNG - the payment has been received successfully (status available only for Bulk payments);

ACTC - the payment has been registered successfully;

ACCP - the payment has been confirmed by PSU with SCA, the money has not been booked from the debtor account yet;

PATC - the payment has been authorized partially, payments needs multiple authentications;

PART - a number of transactions have been accepted, whereas another number of transactions have not yet achieved 'accepted' status
(status available only for Bulk payments);

ACSC - the money has been booked from the debtor account;

ACCC - the payment has been completed on the creditor's account (status available only for SEPA Instant payments);

RICT - the payment routine has failed (on any state).

PIISP services

It checks whether a specific amount is available at a point of time of the request on the account linked to a given IBAN.



Example

POST https://api.xs2al{version}/funds-confirmations

HTTP Headers
Name Type Condition Description

X-Request-1D | String  Mandatory | ID of the request, unique to the call, as determined by the initiating party.
Content-Type | String @ Mandatory  value: application/json
Aut hori zation | String | Mandatory  The value is "Bearer " followed by an access token, i.e. "Bearer encodedAccessToken".

HTTP body defined in Developer portal.

Check if the funds are available.

HTTP Request

POST https://api.xs2al{version}/funds-confirnations
Aut hori zati on: Bearer _ACCESS_TOKEN

Cont ent - Type: application/json

X- Request - | D: 79f 76293- f a88- 4370- b40e- 6d4618eeb73b

{
"account": {
"iban": "LT044010000100439350"

},

"instructedAmount": {
"currency": "EUR',
"amount": "1000"

HTTP Response

Status: 200

Tr ansf er - Encodi ng: chunked
Connection: keep-alive

Dat e: Mon, 09 Sep 2019 07:40:52 GV
Cont ent - Type: appl i cation/json

{

"fundsAvai l abl e": fal se

}

A response is returned stating that the funds are not available.

Health service
The following endpoint can be invoked to check XS2A service health status.

GET https://api.xs2al/{version}/health-check/ping

HTTP Headers
Name Type Condition Description

X-Request-1D  String ' Mandatory | ID of the request, unique to the call, as determined by the initiating party.

HTTP query parameters

Name Type Condition Description



branch String | Mandatory = ASPSP branch. (branch=SANDBOX for Sandbox environment, please ask for PROD environment)

Example

HTTP Request

CET https://api.xs2al/{version}/health-check/pi ng?branch=SANDBOX
X- Request - | D: f 63daf 5f - 27ae- 4992- 9eda- 940dd2aldae0

HTTP Response

Status: 200

Tr ansf er - Encodi ng: chunked

Connecti on: keep-alive

Dat e: Mon, 09 Sep 2023 07: 34:56 GMVI
Cont ent - Type: appl i cation/json

{
"status": "ok"
}
Errors

HTTP Response for error when QWAC certificate is missing

Status: 403 For bi dden

Connecti on: keep-alive

Dat e: Mon, 09 Sep 2023 08:34:56 GV

Content - Type: text/htm; charset=i so-8859-1

<! DOCTYPE HTM. PUBLIC "-//I ETF// DTD HTM. 2. 0//EN'>

<ht m ><head>

<title>403 Forbidden</title>

</ head><body>

<h1>For bi dden</ h1>

<p>You don't have perm ssion to access /v2/oauth/authorization/links
on this server.</p>

</ body></htm >

HTTP Response for error when Healthcheck frequency exceeded

Status: 429

Tr ansf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2023 07:35:56 GMI
Cont ent - Type: application/json

{
"t ppMessages”: [
{
"category": "ERRCR',
"code": "ACCESS_ EXCEEDED',
"text": "Heal t hcheck frequency exceeded!"
}



HTTP Response for error when XS2A services are not available

Status: 503

Tr ansf er - Encodi ng: chunked

Connecti on: keep-al i ve

Dat e: Mon, 09 Sep 2023 07:36:56 GV
Cont ent - Type: appl i cation/json

{
"t ppMessages": [
{
"category": "ERROR',
"code": "TEMPORARI LY_UNAVAI LABLE",
"text": "XS2A services are tenporarily not avail able"
}
]
}

API versioning

Only a major version is used in API URI endpoints.
A new API major version is created when breaking changes are introduced. Breaking changes are those that are not backward
compatible. For example:

® Removing endpoints, parameters
® Adding new mandatory parameters
® Changing datatypes or names of parameters

A new major version of the API is not created for non-breaking changes. For example:
® Adding new endpoints
® Adding new optional input parameters
® Adding new parameters to existing endpoints
® Changing the order of the parameters in the response payloads
® Adding new error messages

A non-breaking change can be introduced without prior noticing, because it does not affect current operations. Information about non-
breaking changes is provided in Sandbox and Swagger.

Information about breaking changes is provided in Sandbox and Swagger 3 months before Production release date. A previous version

is removed from Sandbox and Production after 1 month of Production release. A new and previous versions of API are available in
Sandbox and Production in this period.

Errors

The errors are implemented as HTTP responses with a status code, and in certain cases — with a JSON body, as defined by the Berlin
Group guidelines.

JSON body structure is as follows:

HTTP Response

{
"t ppMessages” : [ {
"category" : "ERROR',
"code" : "TOKEN_| NVALI D',
"text" : "additional text information of the ASPSP up to 512 characters"
}l
}

HTTP statuses

HTTP status Description



200 OK

201 Created

204 No Content
400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

405 Method Not

Allowed

409 Conflict

429 Too Many

Requests

503 Service
Unavailable

Request has succeeded.

New resource has been created.

DELETE request has succeeded where a resource was successfully deleted.

The request cannot be fulfilled due to bad syntax in payload.

Authentication is possible but has failed or not yet been provided.

The request was valid, but the server is refusing action. The user might not have the necessary permissions

for a resource.

The requested resource could not be found but may be available again in the future.

The requested resource is valid and exists, but an unacceptable HTTP method has been used.

Indicates that the request could not be processed because of conflict in the request, such as an edit conflict.

The TPP has sent too many requests in a given amount of time.

Request failed due to unexpected error or maintenance on ASPSP side.

Common error messages

Code Service
ACCESS_E @ AIS
XCEEDED
CERTIFICA Oauth2/
TE_INVALID AIS / PIS
CERTIFICA | Oauth2/
TE_INVALID AIS/ PIS
CONSENT_ | AIS
EXPIRED
CONSENT_ | AIS
INVALID
CONSENT_ | AIS
INVALID
PSU_CRED ' AIS/
ENTIALS_I @ PIS/ PIIS
NVALID
FORMAT_E @ AIS/ PIS
RROR
FORMAT_E | PIS
RROR
FORMAT_E | AIS
RROR
FORMAT_E | Oauth2 /
RROR AIS / PIS
INVALID_G Oauth2
RANT
INVALID_G ' Oauth2
RANT
INVALID_G Oauth2
RANT
PAYMENT_ | PIS
FAILED
PAYMENT_ ' PIS
FAILED

Error text

Consent frequency exceeded!

Certificate is invalid.

TPP does not have a PISP role.

Consent expired!

Consent not valid!

Invalid consent Id!

The PSU cannot be matched by the addressed
ASPSP or is blocked.

{property} must match \"[A-Z]{2,2}[0-9]{2,2}[a-
zA-Z0-9]{1,303}\".
{property} must not be null.

frequencyPerDay must be less than or equal to 4.

Invalid request body format.

Code not valid.

Maximum allowed refresh token reuse exceeded.

Token is not active.

Date in Future.

Date in the past.

Description

The access on the account has been exceeding the
consented multiplicity per day.

The contents of the signature/corporate seal certificate are
not matching PSD2 general PSD2 or attribute
requirements.

TPP does not have an authorized role to perform the
action.

The consent was created by this TPP but has expired and
needs to be renewed.

The consent definition is not complete or invalid.

The consent was created by this TPP but is not valid for
the addressed service/resource.

The user cannot be matched by the addressed ASPSP or is
blocked by ASPSP.

The specified property must match the pattern "[A-Z]{2,2}
[0-91{2,2}[a-zA-Z0-9]{1,30}".

Error is produced when property format is not properly
given.

The value of frequencyPerDay must be less than or equal
to 4 for the AIS operation.

Format of certain request fields are not matching the
XS2A requirements. An explicit path to the corresponding
field might be added in the return message.

The provided code is not valid for authorization.

The maximum allowed reuse of the refresh token has been
exceeded.

The provided token is not active.

The specified date is in the future and is not allowed for
the payment operation.

The specified date is in the past and is not allowed for the
payment operation.

HTTP
status

429

401

401

401

401

401

401

400

400

400

400

400

400

400

400

400



PAYMENT_
FAILED

PAYMENT_
FAILED

PAYMENT_
FAILED

PAYMENT_
FAILED

PAYMENT_
FAILED

PAYMENT_
FAILED

PAYMENT_
FAILED

PAYMENT_
FAILED

PAYMENT_
FAILED

PAYMENT_
FAILED

PAYMENT_
FAILED

PAYMENT_
FAILED

PAYMENT_
FAILED

PAYMENT_
FAILED

PAYMENT_
FAILED

PAYMENT_
FAILED

PAYMENT_
FAILED

PAYMENT_
FAILED

PAYMENT_
FAILED

PAYMENT_
FAILED

PAYMENT_
FAILED

PAYMENT_
FAILED

PARAMETE
R_NOT_CO
NSISTENT

PARAMETE
R_NOT_CO
NSISTENT

PARAMETE
R_NOT_CO
NSISTENT

PARAMETE
R_NOT_SU
PPORTED

RESOURCE
_EXPIRED

RESOURCE
_UNKNOWN

PIS

PIS

PIS

PIS

PIS

PIS

PIS

PIS

PIS

PIS

PIS

PIS

PIS

PIS

PIS

PIS

PIS

PIS

PIS

PIS

PIS

PIS

PIS

AIS

AIS

Oauth2 /

AIS / PIS

PIS

AIS / PIS

Date must be at least 3 days from now.

Date must be in future.

Entered category purpose code not supported.

Entered purpose code not supported.

Gavejo bankas nerastas.

Incorrect schedule of regular payments.

Internal error. Error number {id}.

You do not have rights to create operations.

Ivestas nepalaikomas paskirties kodas.

Nenurodyta mokéjimo paskirtis.

Nenurodytas gavéjo vardas.

Néra darbo grupés nariy, kurie galéty pasirasyti
operacijg su nurodyta suma, arba jie neturi teisés |
su operacija susijusig saskaita ar klienta.

Neteisingas automatiniy mokéjimy grafikas.

Bank code does not correspond to creditor account.

Payee bank not defined as SEPA member.

SEPA payment data does not meet requirements.

SEPA Instant payment data does not meet

requirements.

Ultimate beneficiary: Invalid identification type.

Vartotojas neturi teisiy kurti operacijy.

XML failas neatitinka XSD schemos.

XML file is invalid against XSD schema.

Neteisingas LEI kodas

Currency is missing!

Invalid consent date until!

Invalid period dates specified!

Unknown authentication method: {property}.

Draft data is already expired.

Invalid account Id!

The specified date must be at least 3 days in the future for
the payment operation.

The specified date must be in the future for the payment
operation.

The specified category purpose code is not supported for
the payment operation.

The specified purpose code is not supported for the

payment operation.

The creditor bank could not be found.

The schedule of regular payments is incorrect.

The error comes from payment processing.

The user does not have the rights to create operations.

The entered purpose code is not supported.

The payment purpose is not specified.

The creditor name is not specified.

There are no users who can confirm the transaction with
the specified amount, or they do not have rights to the
account or client associated with the transaction.

The schedule of periodic payment is invalid.

The provided bank code does not correspond to creditor

account.

The payee bank is not defined as a SEPA member.

The SEPA payment data does not meet the requirements.

The SEPA Instant payment data does not meet the
requirements.

The identification type of the ultimate beneficiary is invalid.

The user does not have rights to create transactions.

The XML file does not conform to the XSD schema.

The XML file is invalid against the XSD schema.

The LEI code is invalid.

The currency parameter is missing in the request.

The specified consent date until is invalid.

Invalid period dates specified for account's transactions.

The parameter is not supported by the API provider.

The addressed resource is not addressable by this request.

The addressed resource is not associated with the PSU or
TPP.

400

400

400

400

400

400

400

400

400

400

400

400

400

400

400

400

400

400

400

400

400

400

400

400

400

400

403

404



RESOURCE | PIS Invalid payment Id! The addressed resource is not associated with the PSU or 404

_UNKNOWN TPP.

SERVICE_I Oauth2 / ' The addressed service is not valid for the This service is not reachable for the addressed PSU due to | 405
NVALID AIS / PIS | addressed resources or the submitted data. a channel independent blocking by the ASPSP.

STATUS_I | AIS/ PIS @ Authorization for the consent/payment has already = The addressed resource does not allow additional 409
NVALID been finalised! authorization.

STATUS_I | Oauth2 / | Invalid authorization parameters! The provided authorization parameters are invalid. 409

NVALID AIS / PIS

STATUS_I | AIS/ PIS | Your phone number is not specified. The phone number is not specified for the user. 409
NVALID
STATUS_I | Oauth2 / | JGs neturite teisiy patvirtinti Sios operacijos You do not have the rights to confirm this operation. 409

NVALID AIS / PIS | (negalima keisti Sio pranesimo | kitokj, susijusj su
darbo grupémis!).

STATUS_I | PIS User already confirmed transaction. The addressed resource does not allow additional 409
NVALID authorization.

STATUS_I | Oauth2 / ' User does not have account in Smart-ID system. The user does not have an account in the Smart-ID 409
NVALID AIS / PIS system.

STATUS_I | Oauth2 / ' Vartotojas jau pasirasé operacija. The addressed resource does not allow additional 409
NVALID AIS / PIS authorization.

TOKEN_IN ' Oauth2 Could to acquire subject (sub) from access token. The OAuth2 token is associated to the TPP but is not valid 401
VALID for the addressed service/resource.

TOKEN_IN ' Oauth2 Token invalid. The OAuth2 token is associated to the TPP but is not valid 401
VALID for the addressed service/resource.

XS2A API Changes in Version V2

Changes to the debtorIdentification object structure

The value of the debt or | d parameter is now accepted in the i d parameter, which is inside the debt or I denti fi cati on object. The debt
or | d parameter is eliminated.

The following services are affected:

POST /{version}/payments/sepa-credit-transfers

GET /{version}/payments/sepa-credit-transfers/{paymentId}

POST /{version}/payments/instant-sepa-credit-transfers

GET /{version}/payments/instant-sepa-credit-transfers/{paymentIld}

New objects and parameters in international payment services

Parameter Data type Description
ultimateDebtor String Initial payer
ultimateDebtorIdentification = Object Initial payer data array
ultimateCreditor String Ultimate payee
ultimateCreditorIdentification | Object Ultimate payee data array
purposeCode String Purpose code
ctgyPurp String Purpose category code

Structure of objects ul ti mat eDebtor |l dentificationandultinmateCreditorldentification:

Parameter Data type Length
Id String 35
partyType String Enum
Type String Enum

schemeNameCode @ String 4



birthDate Date
birthCountry String 2

birthTown String 35

The following services are affected:
® POST /{version}/payments/cross-border-credit-transfers
® GET /{version}/payments/cross-border-credit-transfers/{paymentld}
L]
L]

POST /{version}/bulk-payments/cross-border-credit-transfers
GET /{version}/bulk-payments/cross-border-credit-transfers/{paymentId}

Changes to the address object structure

The structure of the address object changes to:

Parameter Mandatory Data type Length
Street No String 70
buildingNumber = No String 16
postBox No String 16
Room No String 70
postCode No String 16
townName Yes String 35
districtName No String 35
Country Yes String 2

The new address structure is used in object cr edi t or Addr ess, and parameters benBankAddr ess and cor r BankAddr ess become the
objects of a new structure.

The following services are affected:

® POST /{version}/payments/cross-border-credit-transfers

® GET /{version}/payments/cross-border-credit-transfers/{paymentld}

® POST /{version}/bulk-payments/cross-border-credit-transfers

® GET /{version}/bulk-payments/cross-border-credit-transfers/{paymentld}

Changes to the parameter sendDebtorAddress
Parameter sendDebt or Addr ess is now mandatory in cross-border payments.
The following services are affected:

® POST /{version}/payments/cross-border-credit-transfers
® POST /{version}/bulk-payments/cross-border-credit-transfers

Changes to the error when payment draft is expired

Error is changed for SEPA, SEPA INSTANT, cross-border, and periodic payments in cases when a debtor account is chosen in the
Internet bank and a payment draft has expired.

Old error:

HTTP status: 503

New error:

HTTP status: 403

{
"t ppMessages": [
{
"category": "ERROR',
"code": "RESOURCE_EXPI RED',
"text": "Draft data is already expired."
}



The following services are affected:

® GET /{version}/payments/sepa-credit-transfers/{paymentld}

® GET /{version}/payments/instant-sepa-credit-transfers/{paymentld}

® GET /{version}/payments/cross-border-credit-transfers/{paymentld}

® GET /{version}/periodic-payments/sepa-credit-transfers/{paymentld}

® GET /{version}/payments/sepa-credit-transfers/{paymentId}/status

® GET /{version}/payments/instant-sepa-credit-transfers/{paymentld}/status

® GET /{version}/payments/cross-border-credit-transfers/{paymentld}/status

® GET /{version}/periodic-payments/sepa-credit-transfers/{paymentld}/status
Changes in payment authorization status after payment cancellation in Internet bank
Payment authorization status after cancellation in Internet bank is now f ai | ed instead of scaMet hodSel ect ed.
The following services are affected, according to template:

® GET /{version}/{payment-service}/{payment-product}/{paymentld}/authorisations/{authorisationld}

Changes in AIS consent validity period

The maximum available AIS consent validity period is changed from 90 days to 180 days.

Changes in OAuth2 token validity period

OAuth2 token validity period is changed from 90 days to 180 days.

Changes to the parameter f r equencyPer Day
Maximum value of parameter f r equencyPer Day is now 4 instead of unlimited value.

The following service is affected:

® POST /{version}/consents

Correction of AIS services calls counting

AIS services calls are now calculated all together for available count per day according to f r equencyPer Day value instead of separate
count for each service.

Changes to the HTTP query parameter redirect_uri_fail

Parameter redi rect _uri _fail is now mandatory for OAuth2 token obtaining URL, AIS consent authorization URL, payments
authorization URL.

Changes to the parameter validUntil

If a date in parameter value is later than the maximal available date, date is adjusted to the a maximal available date.
Consent object retrieved by the GET Consent Request contains the adjusted date.

The following services are affected:

® POST /{version}/consents
® GET /{version}/consents/{consentld}

XS2A API Changes in Version V3

New service GET /health-check/ping

GET /{version}/ heal t h- check/ pi ng endpoint can be invoked to check XS2A service health status.



New objects ultimateDebtorAddress and ultimateCreditorAddress in international
payment services

Parameter Data type Description
ultimateDebtorAddress = Object Initial payer address.
ultimateCreditorAddress = Object Ultimate payee address.

The structure of the address object:

Parameter Mandatory Data type Length
Street No String 70
buildingNumber = No String 16
postBox No String 16
Room No String 70
postCode No String 16
townName Yes String 35
districtName No String 35
Country Yes String 2

The following services are affected:
POST /{version}/payments/cross-border-credit-transfers
GET /{version}/payments/cross-border-credit-transfers/{paymentid}

L]

L]

® POST /{version}/bulk-payments/cross-border-credit-transfers

® GET /{version}/bulk-payments/cross-border-credit-transfers/{paymentld}

Optional object tppMessages introduced in payment status services answers

The structure of the address object:

Parameter Mandatory Data type

category Yes String
code yes String
text No String

The following services are affected:

® GET /{version}/{payment-service}/{payment-product}/{paymentld}/status

Optional HTTP parameter PSU-CORPORATE-ID introduced in /accounts-list service

Identification of a Corporate or a Person by Corporate code or Personal code.

Valid representations for PSU- CORPORATE- | D in service answer parameter val i dati on for particular account:
® "true" - PSU- CORPORATE- | D value was provided, the individual or company has rights to the account.
® "false" - PSU- CORPORATE- | D value was provided, the individual or company has no rights to the account.
® Empty(NULL) - PSU- CORPORATE- | D value was not provided.

The following services are affected:

® GET /{version}/accounts-list

HTTP parameter X-Request-ID obligation

Error corrected for HTTP parameter X- Request - | D requirement. In some cases parameter X- Request - | D was not mandatory. Now X-
Request - | D is obligatory.



Account transactions older than 90 days

Account transactions servise for transactions older than 90 days requires authorization by PSU. Please follow steps describes in chapter
"Account transactions older than 90 days".

The following services are affected:

® GET /{version}/accounts/{resourceld}/transactions

® POST /{version}/accounts/{resourceld}/transactions

® GET /{version}/accounts/{resourceld}/transactions/{statementld}

® POST /{version}/accounts/{resourceld}/transactions/{statementld}/authorisations

® GET /{version}/accounts/{resourceld}/transactions/{statementld}/authorisations

® GET /{version}/accounts/{resourceld}/transactions/{statementld}/authorisations/{authorisationld}
® PUT /{version}/accounts/{resourceld}/transactions/{statementld}/authorisations/{authorisationld}

1 Important

The detailed descriptions of the objects and parameters are given in the Swagger file.
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